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Pabouas mporpamma pazpabotaHa Ha ocHOBe DefepalibHOrO TroCyJapCTBEHHOTO
CTaHAapTa CpeaHero npodecCuoHaAIBHOTO0 00pa30BaHMs MO CHEIUATLHOCTH 09.02.06
CereBoe W CHUCTEMHOE aJMUHHCTPUPOBAHHUE, YTBEPKIACHHOW MpUKa3oM MUHHCTEpPCTBA
oOpa3zoBanus u Hayku PO ot «09» nexadps 2016 r. Ne 1548.

Pabouast mporpamMma paszpaboTaHa ¢ y4eTOM HCCIEIOBAHHS KBaTU(DUKAITMOHHBIX
3aMpPOCOB CO CTOPOHBI MPEANPUATHI/OpraHU3aIMi PErHOHAILHOTO PHIHKA TPYy/Ia.

[Iporpamma oOpueHTHpPOBaHa Ha TOJITOTOBKY OOYYarONIMXCsl K BBITIOJTHEHHUIO
TpeboBanmii [Ipodeccuonansr (manee II) mo kommereHnuu «CeTeBOE U CUCTEMHOE
aIMIHUCTPHPOBAHUECY.

PaGouas nporpamma pa3zpaboTaHa B  COOTBETCTBUM C  METOJWYECKUMU
pekoMeHaanusaMu U mabigoHoMm,  yTBepkiaeHHoM B ['BIIOY  «IloBomkckuii
rOCYJapCTBEHHBIN KOJIIEIK.

CopnepxaHue TPOrpaMMbl peaiu3yeTrcs B TNPOLECCE OCBOCHHS CTYAEHTAMHU
IPOrpaMMBbl MTOATOTOBKH CIEIUAIMCTOB CPEAHETO 3BEHA MO CIEeNUaTbHOCTH 09.02.06
CereBoe 1 CUCTEMHOE aJIMUHUCTPUPOBAHUE.
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I'BIIOY «IloBOomKCKHA TOCYAAPCTBEHHBIN KOJIIEIDK

1. TACITIOPT ITPOT'PAMMSBI ITPOPECCHUOHAJIBHOI'O MOAYJIA

BoinosiHeHue padoT 10 NPOEKTHPOBAHUIO CETEBO HH(PPACTPYKTYPHI

PabGouass mporpamma mpodeccuoHambHOTO MOIYNA (nmaigee nporpamma [IM) —
ABIIIETCA YACThlO MPOTrpamMMbl TOATOTOBKH  CHEIHAIMCTOB CPEIHEro 3BEHa 110
cnenuansHoctu 09.02.06 CereBoe M cucTeMHOE aAMHUHHCTPHUPOBAHHUE, Pa3pabOTaHHOU B
I'BIIOY «II'K»

Pabouas mporpamma mpo¢eCcCHOHATBLHOTO MOJYJIS MOXET OBITh HCIIOJIb30BaHA B
JOTIOTHUTEHFHOM TIpo(deccroHaIbHOM 00pa30BaHuM U B MPO(eCcCHOHATBLHOM TTOITOTOBKE,
B TMpOorpaMMax TOBBIINICHUS KBAIA(DHUKAIMK M TEPENOArOTOBKH TIO JOJDKHOCTSIM
CITy>KaIuX.

Pabouast mporpamma npodeccrnoHaIbHOTO MOAYJSl MOXKET OBITh HCIOJh30BaHA Ha
OYHOH M 3a04HOM (hopMax 00yUYEHUS.

1.2. Henn u 3axa4u MoayJisi — TPeOOBAHMS K Pe3yJIbTATaAM OCBOEHUSI MOTYJIsI
bazoBas 4acTh: ¢ 1eNbI0 OBNIAJICHHS YKa3aHHBIM BUIOM MPO(eCcCHOHATBHOM

JESITETLHOCTH U COOTBETCTBYIOIIUMHE MPO(HECCHOHATEHBIMUA KOMITETSHIIHSIMU

oOyJaronuiicss B X01€ OCBOCHUS MPO(PEeCcCHOHAIBHOTO MOIYJIS TOJKEH:

HMETDb HpaKTI/I‘leCKI/Iﬁ OIIBIT:

Kon HaumeHoBaHue pe3yJbTara 00yuyeHust

110 1 IIPOCKTUPOBAHUE APXUTEKTYPBI JIOKAIBHOM CETH B COOTBETCTBUHU C ITOCTABICHHOM 3a1a4el

I10 2 YCTaHOBKAa M HACTPOMKA CETEBBIX NMPOTOKOJOB M CETEBOTO OOOPYIOBAHHS B COOTBETCTBHU C
KOHKPETHOH 3aa4eit

o 3 BBIOOD TEXHOJIOTHH, MHCTPYMEHTAJBHBIX CPEICTB NPH OPTraHU3alMM IpOLEcca HCCIIEIOBAHUS
00BEKTOB CETeBON MHPPACTPYKTYPHI

110 4 obecrieueHre 6€30MacHOT0 XpaHEeH!sI U Nepeiaur MH(GOPMAIMY B JIOKAIBHOM CETH

10 5 WCIIOJIb30BAaHUE  CHEIUAIBHOTO  TPOTPAMMHOTO  OOCCIICUCHHs]  JIT  MOJCIHPOBAHMS,
HpOCKTI/IpOBaHI/IH nu TCCTI/IpOBaHI/IH KOMHBIOTepHBIX CCTCfI

YMeETh:
Kon HaumeHnoBaHue pe3yJibTaTa 00y4eHHs
Vi MIPOEKTUPOBATH JIOKAILHYIO CETh, BEIOUPATh CETEBbIC TOIMOJIOTUN MPOSKTUPOBAHNE apXUTEKTYPHI
JIOKAJILHOM CETU B COOTBETCTBUH C IIOCTABJIICHHOH 3a/1auei
V2 HCIIOJIb30BaTh MHOTO() YHKITMOHAIBHBIE MPUOOPHI MOHUTOPHHTA, POTPAMMHO-AIIAPATHBIC

CpCACTBAa TCXHUYCCKOI'O KOHTPOJIA JIOKAJIbHOM CETH.

3HAThb:
Kon HaumeHoBaHue pe3yJbTaTra 00y4yeHust

3u1 o0IMe MPUHIMIBI TOCTPOSHUSI CETEH, CETEBBIX TOMOJOTHM, MHOTOCHOWHON Momemu OSI,
TpeOOBaHUI K KOMITBIOTEPHBIM CETSIM

3H 2 apXUTEKTypa MPOTOKOJIOB, CTaHAAPTU3ALMH CETEH, HTalloB MPOEKTUPOBAHUS  CETEBOM
UH(PaCTPYKTYpHI

3H 3 0a30BBIC MIPOTOKOJIBI M TEXHOJIOTUU JIOKAJIHHBIX CETEH

31 4 IIPUHLIAIIBI TIOCTPOEHUS] BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEN
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I'BIIOY «IloBOomKCKHA TOCYAAPCTBEHHBIN KOJIIEIDK

Kon HaumeHoBaHue pe3yJbTaTra 00y4yeHust

35 CTaH/JapThl KaOesel, OCHOBHbIC BHIbl KOMMYHHKAIIMOHHBIX YCTPOWCTB, TEPMHHOB, IMOHSTHH,
CTaH/IapTOB M THIIOBBIX 2JIEMEHTOB CTPYKTYPUPOBAHHOMN KaOEIbHONW CUCTEMBI

BapuaTtuBHas yacTth: B 00beMe 224 yaca MCIOJIb30BaHO Ha PACHIMPEHUE OCHOBHBIX
BUJIOB JIE€ATEIbHOCTH, K KOTOPBHIM JIOJKEH OBbITh TOTOB BBIMYCKHUK, OCBOWBILIUN
00pa3oBaTeNbHyI0 MPOrpaMMy, COTJIaCHO MOJy4aeMol KBalH(pUKALMKM, YKAa3aHHOW B
nyHkte 1.1 Hactosimero ®I'OC CIIO u BBeneHHE JTOMOJHUTEIBHBIX 00pa30BaTEIbHBIX
pesynbTatoB MJIK, BBISIBICHHBIX Kak KBaJM(PUKAIMOHHBIE ACPUIUTHI B pe3yJbTaTe
COOTHeCceHHUs TpeboBaHUN KOHKypca mpodeccruoHambHoro macrepera [Ipodeccuonansl
o komneTeHIu CeTeBoe U CUCTEMHOE aJIMUHICTPUPOBAHUE.

C wenp0 MOATOTOBKM CTYJIEHTOB K ydacTuro B KoHKypce IIpodeccrmonanbi
coJiepkaHue pabouell mporpamMmbl MPO(EeCcCHOHAIBHOTO MOJIYJS OPUEHTHPOBAHO Ha
CIeNyIOlME MHMHHMMAJIbHbIe TPe0OBAHMS K HaBbIKaM (YMEHHMSIM), YKa3aHHBIM B
TEXHHYECKOM ONUCAHUM KOMIIETeHLUH.

3HaHuA:
Kon HaumeHnoBaHue pe3yJbTaTta 00y4eHHs

3111 CeTeBble TONOJOTUU U OKPYKEHUS;

3, I1 Jlornueckue u GyHKITMOHAIBHBIC TUATPAMMBI;

3311 Tumbl aKTUBHBIX CETEBBIX YCTPOMCTB (MapIIPyTHU3aTOPOB U KOMMYTATOPOB U T.JI.) U
TpeOOBaHUS K UX PACTIOJIOKEHUIO;

3411 [Tporiecc mOCTpOCHMS CETH M KaK CETEBBIC YCTPOHCTBA MOTYT OBITh HACTPOEHBI JIJISt
3¢ (HEKTHBHOTO B3aMMO/ICHCTBHS;

YMeHusi (HABBIKH):

Kon HaumeHoBaHue pe3yJibTaTa 00y4yeHust
Vi 11 To4HO onpenensiTh YCTPOUCTBO U COOTBETCTBYIOIIMI €My ApaiiBep
Vo 11 TectupoBath cucTeMBl, yCTPaHATh NPOOJIEMBI U IPOBOJUTH KOHTPOJIbHbBIE POBEPKHU
Vi ll [TonnepxuBath 6a3y TaHHBIX KOHPHUTYpaIuid

1.3. KosimuecTBO 4acoB HA 0CBOEHHE MPOrPpaMMbl NPOGecCHOHATBLHOT0 MOIYJIs

Buja yueOHOM nesiTeJIbHOCTH O0BeM yacoB
MakcumanbHasi yueOHasi Harpy3ka (BCero) 778
Ob6s3arenbHas ayqUTOpHas yueOHasi Harpy3Ka (Bcero) 677
KypcoBas paboTa/mpoexT 30
YyeOHast mpaKTHKa 108
[Tpon3BoCTBEHHAS MPAKTHKA 144
CamocrosTenbHas padoTa cTyeHTa (BCero) B TOM 4ucCIIe: 65
CocraBieHHe XpPOHOJOTUYECKHX TaONHIl, AMarpamm, OJIOK-CXeM,
MOJITOTOBKA COOO0IIECHUH, pedepaToB, Ipe3eHTAIN.
Wrorosas artectanus B popme (yKa3aTb) 12,KD
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2. PE3BYJIBTATBI OCBOEHUA ITPO®PECCUOHAJIIBHOTI'O MOV JIA

PesynpTaroM  OCBOEHHA ~ MPO(PECCHOHANIBHOTO  MOAYNS  SIBISIETCS  OBJIAJICHUE
oOydJamuMucs BUAOM NpodeCcCHOHANBHON JesaTeNbHOCTH BpinmonHenne paboT mo
IPOEKTUPOBAHUIO CETEBOM MH(PPACTPYKTYphbl, B ToM uucie npodeccuonanbubiMu (11K),
ykazanHbiMu B ®PI'OC mno crneumamsHoct 09.02.06 CereBoe U  cuctemMHoe
aAMUHUCTPUPOBAHUE:

Tabnuya 1

Kon HaumeHoBaHue pe3yJibTaTa 00y4yeHust

I[IK 1.1 | BeIMOMHATH TPOCKTUPOBAHKUE KAOCIBHOU CTPYKTYPhl KOMIIBIOTEPHOMN CETH.

MK 1.2 | OcymecTBiiTh BEIOOP TEXHOJIOIMU, HHCTPYMEHTAIBHBIX CPEICTB U CPEJICTB BHIYUCIUTEIBHOM
TEXHHUKH IIPU OpraHn3aIiy Ipolecca pa3padoTKH U UCCIEI0BaHNS 00bEKTOB
po(heCcCHOHALHON IS TEIILHOCTH

I[IK 1.3 | ObecnieunBath 3alUTy HHPOPMAIMK B CETH C HCIOJIB30BaHHWEM IPOrPaMMHO-AIIAPaTHBIX
CPEJICTB.

[IK 1.4 | [IpuHuMath ydactve B MPUEMO-CAATOYHBIX UCTIBITAHUAX KOMIIBIOTEPHBIX CETEN M CETEBOTO
000py/I0OBaHUs PA3IMYHOTO YPOBHS U B OLICHKE Ka4eCTBa M 9KOHOMUYECKON 3((HEKTUBHOCTHU
CETEBOM TOIMOJIOTHH.

[IK 1.5 | BemonHsATs TpeOOBaHHUSI HOPMATUBHO-TEXHUYECKOH TOKyMEHTALUN, UMETh OIBIT
oopMIIeHHs TPOSKTHON TOKYMEHTALHUH.

B nporecce ocBoenus [IM y cTyeHTbI JOIDKHBI OBNIaIeTh 001mmmy komrereHusmu (OK):

Tabnuya 2
Kon HaumeHoBaHue pe3yJbrara 00yuyeHust
OK 01 Bribupath criocoOsl penieHus 3aau NpoQecCuoHanbHOM eI TeNbHOCTH, IPUMEHUTEIBHO K
pa3IuYHBIM KOHTEKCTaM
OK 02 OcymecTBIATh MOUCK, aHATH3 U HHTEPIPETALNIO HHPOPMAINH, HEOOXOIUMOM 1St

BBITIOJIHEHUSI 3a]1a4 PO ECCHOHATILHON IS TEIbHOCTH

OK 03 [TnanupoBaTh M peaqTn30BbIBATh COOCTBEHHOE MPO(ECCHOHATILHOE U JIMYHOCTHOE Pa3BUTHE.

OK 04 PaboTaTh B KOJJIEKTHBE U KOMaH/Ie, 3PPEKTUBHO B3aUMOICHCTBOBATD C KOJUIETaMH,
PYKOBOACTBOM, KJIINCHTAMH.

OCYH_IGCTB.H}ITB YCTHYIO U TUCbMCHHYIO KOMMYHHKAIIUIO HAa TOCYJAapCTBCHHOM S3BIKC C

OK 05 .
y4€TOM 0COOEHHOCTEH COIMAIBHOTO U KYJIbTYPHOT'O KOHTEKCTA.

[IposBASATH rpa’kJaHCKO-MIATPUOTHUECKYIO MO3ULUIO, IEMOHCTPUPOBATH OCO3HAHHOE
OK 06 MOBEJICHNE HA OCHOBE TPAIUITMOHHBIX O0IIEYEIIOBEUECKUX [IEHHOCTEH, TPUMEHSITh
CTaHI[apTI:I aHTI/IKOppyHLII/IOHHOI‘O IIOBCACHUA

CoJelicTBOBAaTh COXPAHEHHIO OKPYXKAIOIIEH Cpebl, pecypcocoepexeHunto, 3pGeKkTHBHO
JICCTBOBATH B UPE3BBIYANHBIX CUTYalUsX.

OK 07

Hcnonp3oBatk cpeacTBa GU3NUECKOM KYIbTYphI Ul COXPAaHEHHS U YKPETUICHHS 3/10pPOBbS B
OK 08 npoiiecce MpohecCHOHATBHON NeITETEHOCTH U TIOIIEPIKaHM HEOOX0IUMOTO YPOBHS
buznyecKoil MOAroTOBIEHHOCTH.

OK 09 Hcnonb3oBaTh HHPOPMAIMOHHBIE TEXHOJIOTHU B TPO(ECCHOHAILHON ACSATEIPHOCTH

OK 10 [Tonp30BaThbes MpodeccuoHaTbHON JOKYMEHTAIMEN Ha TOCYJapCTBEHHOM M HHOCTPAHHOM
A3BIKAX.

Hcnonp3oBatek 3HaHU 110 (UHAHCOBOM IpaMOTHOCTH, IIAHUPOBATH NMPEAIIPUHUMATEIHCKYIO

OK 11 .
NESATEILHOCTH B TpodeccronabHOM chepe

6




I'BIIOY «IloBOomKCKHIA TOCYAAPCTBEHHBIN KOJIIEIDK)

3. CTPYKTYPA U ITPUMEPHOE COAEPXAHUE ITPOOECCUOHAJIBHOI'O MOV JIA

3.1. TemaTuyeckuii miian npogeccuoHaIbLHOro MoayJs (Bapuant aisa CI10)

Tabnuya 3
O0bem BpeMeHH, OTBe/IeHHbII Ha 0OCBOEHHE
IpakTuka
MEKIUCIUIIMHAPHOT 0 Kypca (KypcoB)
CamocrosiTeibHast
Bceero Oo0s3aTe/IbHASI AyIUTOPHAsI
padora IIpousBoacTBeHHa
4acoB y4deOHasi HATPy3Ka 00y4Yaromerocs
Koabi o0yyalouierocsi a1 (mo npoduiio
HaumeHnoBaHus pa3nesioB (maxc.
npodeccHoHAIbHBI * B T.Y. CNEeNMAIBHOCTH),
N npogeccuoHATBLHOr0 MOIYJIA Yuebnas B T.4. B T.4. YuebHas,

X KOMIIETEHIIMH JIaGoPaTOPHBI ’ ’ 4acoB
Haepyska u | Bcero e DABOTHI I KypcoBasi Beero KypcoBasi JacoB e npedycmompena
npakmux) , P padora ’ | pabora

npaKkTHyecKue 4acoB paccpeoomoyenHasn
4acoB (mpoekr), (mpoekr),
3aHATHSA, npakmuxa)
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10

MK 1.1, 11K 1.2, 1.4 . -
Pa3nen 1. KomnbroTepHble 326 246 128 16 32 54 i
ceT

IIK 1.3, IIK 1.5 Pa3nen 2. Opranusanus, 362 340 136 14 36 - 54 -
NPUHUUNBI IOCTPOEHUS U
(pyHxuuoHupoBaHus
KOMIIbIOTEPHBIX ceTeill
IIpou3BoacTBeHHAsI MPAKTHKA 180 180
(o npoduio cnenuaJIbHOCTH)
Bcero: 778 677 | 264 30 68 108 144




I'BIIOY «IloBOomKCKHIA TOCYAAPCTBEHHBIN KOJIIEIDK)

3.2. Conep:xanne o0y4eHus no npogeccunoHaabHomy moay.aro (IIM)

Tabauya 4
HaunmenoBanue Coaepixkanue yueOHOro MaTepuaJa, Kon O0bém Yposennb
pa3aeyioB U TeM JapopaTopHbie padoThl U MPAKTHYECKHE 3aHATHSA, CAMOCTOATEIbHAS o0pa3oBarte/ib | B Yacax OCBOEHMSI
npo¢eccHOHATBHOT0 yueOHasi paboTa o0yyarommxcs, KypcoBasi padora (IpoeKT) (eciu HOT'0
monyJsi (ITM), npeoycmompeHul) pe3yJbTara
MEKINCHUNIIMHAPHBIX (®rocC: ona,
kypcos (M/IK) Y, 3n;
nCe: TAIC, Y
HnC,3M1C, TT
1)
1 2 3
Pa3nen 1.
KomnbloTepHblie ceTn
MIK.01.01. 105
KomnbloTepHblie ceTn
Tema 1.1. BBenenue B Copep:xxanue 50
ceTeBble TEXHOJIOTHH 1 | KomnetoTepHsle ceTH 30 1-38 35, 1
CoBmecTtHas pabota, IHTEpHET 1 COBPEMEHHBIE CETEBBIE TEXHOJIOTUH — 3. 10, 3,11
o0JacTb TMPUMEHEHWs W Ha3Ha4YeHHWe. BUIbl KOMIBIOTEPHBIX CETEH. OK1, OK2,
I'moGanpHbIe U MOKaIBHBIE ceTH. OTHOPAHTOBBIE U KIIMEHT-CEPBEPHBIC OK9, OK10

apxuTekTypbl. OCHOBHbIE KOMIIOHEHTBI CETEH, ceTeBas cpena u
ceTeBble ycTpoiicTBa. TexHonoruu mnoAkaoueHuss K HHTepHeT.
Konseprentnoie cetu. KauecTBo M HajgexHOCTh cereil. OCHOBHBIE
MOHSATHSI ceTeBOM Oe3onmacHoCcTH. TeHIEHIINY pa3BUTHSI CETEH.

2 | KoHconpHBIN JOCTYH, yaaleHHBIH AocTyn ¢ nomoursio Telnet u SSH,
rcnoJib3oBanue nopra AUX.
3 | CeTeBble MPOTOKOJIbI H KOMMYHHUKAIIMHT

KomupoBanne u mapamerpsl cooOmieHus. CeTeBble MPOTOKOJIBI.
BiaumopeiictBue npotokonos. Habop mporokonoB TCP/IP u mpomecc
obmena nmanHbpiMU. Opranmzanuu 1o cranpaptusamuu: [SOC, IAB,
IETF, IEEE, ISO. MmuoroypoBaesie Mmoxenu OSI u TCP/IP.
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I'BIIOY «IloBOomKCKHIA TOCYAAPCTBEHHBIN KOJIIEIDK)

WNukancynsuust naHHbIX. [IporokonbHbie Onoku nanHbeix (PDU).
Hoctyn k nokanbHbIM pecypcam. CereBas aapecarusa. MAC- u IP-
aapeca. Jloctyn K yaan€HHbIM pecypcaM. 103 no ymosrgaHuto.

CeteBoii 1ocTyn

[Ipotokonsl ©  craHmapTel  (Qusuueckoro ypoBHA. CrocoOsl
noakmoueHus k cetu. CereBbie nHTepdericapie iatel (NIC). Cpenpl
nepeayn TaHHBIX U WX XapaKTEPHUCTHUKH: TPOMYCKHAs CIIOCOOHOCTb,
MPOM3BOIUTENHHOCTh. Buasl Memubix cereBbix kabeneit: UTP, STP,
KOaKCHaJdbHBIA.  Pa3HOBHIHOCTH, OCOOCHHOCTH  TPOKIAJAKH U
TectupoBanus kabeneit. CTpykTypa ©W OCOOCHHOCTH TPOKJIAJIKH
ONTOBOJIOKOHHBIX KaOeneil. becrpoBonHble cpeiacTBa  Inepenadu
nannbix. Crangapt Wi-Fi IEEE 802.11.

KananbHblil ypoBEeHb U €70 MOYPOBHU: Y TIPABIIEHUE JTOTUUECKUM
ka"ayioM (LLC) u YnpaBienue 10CTyrnoM K cpejie epenadn JaHHbIX
MAC. CtpyKkTypa Kazipa KaHAJIbHOI'O YPOBHSI U IPUHIIUIIBI €70
¢dbopmupoBanust. CTaHaapThl KAHAIBHOTO ypoBHs. Dusnueckas u
JIOTUYECKas TOMOJIOTUsS CeTU. TOMOMOTUN «TOYKA-TOUKAY, «3BE3]1a»,
«TIOJIHOCBSI3aHHAS», «KOJbleBas». [lonynymiekcHas u
MOJTHOIYTUIEKCHAs nepenava qanHbix. OcobenHocTH kanpoB LAN,

WAN, Ethernet, PPP, 802.11.

Cetenble TexHosorun Ethernet

CewmeiictBo cereBbix TexHosoruii Ethernet. [Tpuniun pa6ots! Ethernet.
B3aumopeiictBue Ha nogypoBHsax LLC u MAC. Ynpasnenue 1octynom
Kk cpeae mepemaun maHHbIXx (CSMA). MAC-aapec: uaeHTUUKAIUS
Ethernet. Atpubytsl kagpa Ethernet. IIpencraBnenuss MAC-aapecos.
OnHO- 1 MHOTOAJPECHOM, NIMPOKOBEIIATENIbHON pacchliok. CKBO3HOE
noakouenue, MAC- u [P-aapeca.

[Tpotokon pa3pemenns aapecoB (ARP): nmpunmmme! paboTel, poiib B
mporecce yaaieHHoro oomena nanasiMu. Tabmuisl ARP Ha ceTeBbIx
ycTpoiictBax. OCHOBHBIE HeocTaTku npoTokoia ARP - Harpyska Ha
Cpeny mepeayu TaHHbIX U 0€30MacHOCTb.

OcHoBHas wH(oOpManus O mopTax Kommyrtaropa. Tabmuia MAC-
anpecoB kommytaropa. @ynkuus Auto-MDIX. CrnocoObl nepechuiku

3u1-385,
310, 3,11
OKl1, OK2,
OK9, OK10
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I'BIIOY «IloBOomKCKHIA TOCYAAPCTBEHHBIN KOJIIEIDK)

kagpa Ha komMmyrtaropax Cisco. bBydepuzamus namsatu Ha
KomMmyTaropax. @OUKCUpOBaHHass W  MOJYJlbHas KOHQUIypaluu
KOMMyTaropoB. CpaBHEHHE KOMMYTAallMM YpPOBHS 2 U YpOBHS.
Texnomorust Cisco Express Forwarding. Buptyansublii unTEpdeiic
kommyTaropa (SVI), Mapmpyrusupyemsiit nopt, EtherChannel ypoBus
3. Konduryparus MapmpyTU3HpyeMOro mopra.

CeTeBoii ypoBeHb

CeteBoli ypoBEHb B Ipolecce nepeaadn JaHHbIX. [IpoTokobl ceTeBoro
ypoBHsA. OcHoBHble XapakrepucTuku IP-mporokosna. Crpykrypa
nakeToB [Pv4 u [Pv6. OcoOeHHOCTH U MpernMyIecTBa MpoToKoyia Pvo6.
Metoabl MapHIpyTU3aluu y37o0B. Tabmuia MapmpyTH3aluu y3JI0B H
Mapupyruzaropa miss  nportokonoB [Pv4 u  IPv6. VYcrpolictBo
Mapuipyruzaropa — Ilpoueccop, mamsTh, ONEpalMOHHAs CHCTEMA.
[logkmroueHne K MapLIpyTH3aTOPYy 4Y€pe3  pas3IMYHbIE TOPTHI.
Hactpoiika UCXOAHBIX TapaMmMeTpoB, HHTEpPecoB, MHUTI03a 0
YMOJIYAHHUIO U IPYTUX XapAKTEPUCTUK MapIIPyTU3aTOPA.

TpancnopTHbIi ypoBeHb

Ha3nauenue u 3aauu TpaHCIIOPTHOI'O YPOBHSI.

MynpTUIUIEKCUPOBAaHUE CEAHCOB CBA3M. OIUcaHWE U CpaBHEHHE
npotokogoB TCP u UDP — HaneXHOCTh M MPOWU3BOIUTEIBHOCTD,
obnacTs mpumMeHenus. Anpecanus noptoB u cermenrtanus TCP u UDP.
O6men mamabiMu 10 TCP. Tlpomneccer TCP cepBepa. YcranoBieHue
TCP-coenunenust u ero 3aBepiueHue. [IpUHIMIIBI «TPEXCTOPOHHETO
pykonoxarusi» TCP. Hanéxnocts u ympaBienue notokom TCP -
ITonTBepkieHNE NOMYyYEHUSI CETMEHTOB, MOTEPS JaHHBIX M ITOBTOPHAs
nepenayva, yrnpasjieHue MoTokoM. OOMeH JaHHBIMH C UCIOJb30BaHUEM
UDP. IIpoueccst u 3ampocel UDP-cepepa, UDP-pararpammel,
npoueccbl UDP-knnenta. [Tpunoxenus, ncnons3ytomue UDP u TCP.

IP-anpecanus

Crpykrypa IPv4-anpecos. Cereas u y3noBas yacth [P-anpeca.
[IpeoOpa3oBanue aapecoB MEXKAY ABOMYHBIM U JAECITEPUIHBIM
npencrasieHrneM. Macka noncetu IPv4. CereBoit anpec, agpec y3na u

30 1-38 35,
3110, 3,11
OK1, OK2,
OK?9, OK10
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IMPOKOBeNIaTenbHbIi aapec cetu [Pv4. [IpucBoenue y3my
CTaTUYECKOTo U nuHamuueckoro IPv4-anpeca. MuoroaapecHas
nepenaya. [Tyonmuunsie u gyactusie [Pv4-anpeca. [IPv4-agpeca
crienranbHoro HazHauenus. [IpucBoenne [P-aapecos.

CoBMecTHOE ucnoap30BaHue NpoTokosaoB IPv4 u IPv6: nBoliHOM cTek,
TyHHEIMpOBaHue, mpeodpazosanue. [Ipencrasnenue [IPv6-ampecos.
[IpaBuna cokpaienus 3anucu [Pv6-anpecos. nauBuyanbHbI,
rpYNMNoBOM, MPOU3BOJIbHBIN TUIEI [PVv6-anpecoB. CTpyKTypbl
JIOKAJIBHOTO ¥ TI100aIbHOTO MHAUBUAYATbHBIX [PV6-anpecos.
Cratudeckas 1 TuHaMU4ecKasi KOHQUrypauu rio0aibHOro
nHauBuAyansHoro aapeca. [Ipouecc EUI-64 u ciydaiino
CrCHEpUPOBAHHBIN UACHTHUKATOP HHTEpPeiica.

ICMP-cepBucel. Otinuus ans npoTtokonoB [Pv4 u [Pv6. CoolbmieHus
ICMPvI6  «3anpoc k  mapmpytuzatopy», «OOBSBICHHE  OT
MapuipyTusaropa», «3ampoc coceaHero ysna» u  «OObsBICHHE
COCEIHETO Yy37a». TecTUpOBaHHE CETH C IOMOILIBIO 3XO0-3aIPOCOB.
TpaccupoBka mapuipyra. Bpems npoxoKIe€HHs CUTHajga B IPSMOM U
obpatnom HampasieHusx (RTT). Bpems xuzau (TTL) IPv4 u npenen
nepexonoB IPv6.

Pa3znenenune IP-cereli HA moaceTH

Cermenranust [P-cereit. OOMEH MaHHBIMH MEXKIY IMOJCETSIMHU.
[InanupoBanue azapecanuu B mojaceTsx. PacuerHele GopMynbl Ais
CerMeHTaluu ceTtu. Pa3OueHue Ha MOJACETH Ha OCHOBE TpeOOBaHUUI
y3JI0B U CETEH, B COOTBETCTBHH C TpeOoBaHUsAMH ceTer. Omnpeserenne
Macku mnojcetd. Pa3OumeHne Ha MOJACETH C MCIOJIb30BAaHUEM MACKH
nepemennoi nuHB (VLSM). ba3oBast Monens u Ha3HaueHHE OJIOKOB
anpecoB  VLSM. IlnanupoBanue anpecanmu cetd. OcoOeHHOCTH
npoektupoBanus [IPv6-cern. Pa3ouenne Ha moaceTy ¢ UCIoJIb30BaHUEM
uaeHTuuKaTOpa nHTEpdeiica.

10

YpoBeHb NPUIIOKEHUT

YpoBeHb NPUIIOKEHUM, YPOBEHb IIPEACTABICHHUS U  CEAaHCOBBIU
ypoBeHb. [IpuMepbl pacnpocTpaHeHHBIX NpuiIoKeHUH. [IpoToKOIIbI
ypoBHs npunoxkenuit. OpHopanroeie cetu (P2P). Monens tuma

3u1-385,
310, 3,11
OKl1, OK2,
OK9, OK10
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«kmueHTt-cepsep». 0O630p nporokosnoB HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomennbix uméH (DNS). ®opmar cooOmeHuil u
uepapxusi DNS. Vrtwmra «nslookup». Cayx6a DHCP. Ilpotokon
nepenaun ¢ainoB (FTP). Ilporoxkon obmena Onokamu cepBEpHBIX
coobmenuit (SMB). Konnenumu «Bceobwemmrommii  MHTEpHET»
BYOD. JloctaBka TaHHBIX IO KOHBEPI€HTHBIM CETSIM.

11 | Co3nanme u HacTpoOiiKka HeGOIbIIOH KOMIILIOTEPHON ceTH 30 1-38 35,

[TnanupoBaHue U co3gaHue HEOOIBIION KOMITBIOTEPHOU CETH: 3. 10, 3,11
OIpeJieNIeHUE KIIIOYEBBIX (PAKTOPOB, BEIOOP TOIMOJIOTHH U CETEBBIX OK1, OK2,
YCTPOWCTB, BBIOOP W HACTPOMKA MTPOTOKOJIOB, CHCTEMBI aIPECaIlH. OK9, OK10
Mepsl o oOecrieueHn0 0€30MaCHOCTH CETH. Y I3BUMOCTH M CETEBbIC
ataku. Pa3BenpiBaTenbHbIe aTaku, ATaku goctyna, OTka3 B
obcyxxuBanuu (DoS-araku). PesepBHoe konrpoBanue, 0OHOBIICHUE U
YCTaHOBKA HUCTIPaBICHUA. MeXceTeBbIe SKpaHbl. AyTeHTU(DHUKAITUA,
aBTOpM3aLud U y4€T. Bkinrouenue nporokona SSH.
@DaioBbIE CUCTEMbBI MApIIPYTU3aTOPOB M KOMMYTATOpOB. Pe3epBHOE
KONMPOBAHWE U BOCCTAHOBJIICHHWE C IOMOULIbIO TEKCTOBBIX (aiiioB,
nporokosa  TFTP, USB-makorurens.  BcTtpoennbie — cityxObI
mapuipytuzanuu.  [lomnepkka ~ OECHpOBOAHBIX — TOJKIIOYEHHI.
Hactpolika BCTpO€HHOr0 MapupyTu3aropa.

B mom yucne npakmuyeckux 3anamuil u 1a00pamopHslx padom 23

1 CocraBienue kapTel cetn MHTepHEeT ¢ momouipio yTWiauT «ping» u | Y1, Y2, I1K1.1
«traceroute» OK1, OK2

2 Co3znanue npocToi ceTu:

— VYcraHOoBKa ceaHca KOHCOJIU C CETEBBIM 000pYyI0BaHUEM MPHU
noMouy nporpammsel Tera Term;
— Co3zpgaHue ceTy;
— Hacrtpolika 0CHOBHBIX TapaME€TPOB KOMMYTAaTOpa.
3 | IIpocmotp cereBoro Tpaduka ¢ momolrsio nporpammsl Wireshark.
4 [ToakmroueHre KOMITBIOTEPOB K CETH C TIOMOIIBIO0 KaOesen u

0eCIpOBOJIHBIX aJaNTEPOB:

12
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OmnpeneneHne CETEBBIX YCTPOHUCTB U KAHAJIOB CBSI3H,
O0HUM ceTeBOr0 Kabems;

[IpocMoTp HaHHBIX 0 OECITPOBOAHBIX U MPOBOAHBIX CETEBBIX
ajanTepax.

Nzyuenune Ethernet-rexnonoruii:

[Ipocmotrp MAC-anpecoB ceTeBbIX YCTPOUCTB;

Nzyuenune kanpos Ethernet ¢ momompro mporpammsl Wireshark;
[Tpocmotp ARP ¢ momomnisio nporpammel Wireshark, narepdeiicon
komanHo ctpoku Windoll u I0S;

Hcnons3zoBanne narepdeiica komanaaon crpoku [0S ¢ Tabnunamu
MAC-anpecoB KOMMyTaTopa.

[TocTpoenue cetu Ha 6a3ze MapIIpyTU3aTOpPA:

ITpocmoTp TabauIl MapUIpyTHU3aLUU Y3JIO0B;
N3yuenne pu3nuecKuX XapaKTepUCTUK MapUIPyTU3aTOPa;
CozfaHue ceTu, CoCTosIIIEeN 13 KOMMYyTaTopa U MapuIpyTH3aTopa.

W3ydeHue TpaHCIIOPTHOTO YPOBHS:

HabGmtonenue 3a nporeccoM TpEXCTOpoHHETo «pyKomoxatus» TCP
¢ momoIpio nporpammsl Wireshark;

N3ydenue 3axBaueHHbix AaHHbIXx DNS UDP ¢ nomoibio
IIPOrpaMMbI

Wireshark;

N3yuenue 3axBaueHHbIx nakeToB FTP u TFTP ¢ nomomisio
nporpammbl Wireshark.

V1, ¥2,1IK1.1
OK1, OK2

Hacrpoiika [P-agpecanmmu:

Hcnonb3oBanue kanbkynaropa Windoll B pabote ¢ cereBbMH
azpecamu;

Kongsepranus [Pv4-agpecoB B ABOUYHYIO CUCTEMY CUUCIICHUS;
Onpenenenune [Pv4/IPv6-anpecos;

Hactpoiika [IPv6-aapecoB Ha ceTE€BBIX YCTPOICTBAX;

TecTrpoBaHue CETEBOrO MOAKIIOYEHHS C ITOMOIIBI0 KOMaH «pingy

V1, ¥2,1IK1.1
OK1, OK2
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H «traceroute.

Cermenranus IP-cerei:

— MN3ydeHue KaIbKyIITOPOB MOACETEN;

— Pacuér monacereit IPv4;

— Paznenenue ceteil ¢ pa3IMuHBIMU TOMOJIOTUSAMH HA MOJCETH;

— Pa3paboTrka u BHepEeHUE CXEMBI aJipecalliy pa3aeéHHON Ha
noacetu IPv4-cern;

— Pazpabotka u BHenpeHue cxemsl agpecarun VLSM.

10

IP-anpecamms:

— aHanmu3 Tpaduka OAHOAAPECHON Mepenadn, ITMPOKOBEIIATeILHOM U
MHOT'03JIpECHOM pacChUIKU;

— HacTpoika aapecanuu [Pv6;

— nposepka aapecauuu IPv4 u IPv6;

— 0TpabOoTKa KOMITJIEKCHBIX TPAKTHYECKUX HABBIKOB.

11

Cermenranus IP-cereit:

— OpraHu3auus MOJCETH MO Pa3IUYHBIM CLICHAPUSIM;

— pa3paboTKa U BHEAPEHHE CTPYKTYpHI aapecaruu VLSM;

— BHEAPEHUE CXEMBI aJjpecalluy pa3aeiaeéHHon Ha nnoacetu [Pv6-cetu;
— 0TpabOTKa KOMITJIEKCHBIX MPAKTUYECKUX HABBIKOB.

V1, ¥2,1IK1.1
OK1, OK2

12

M3yueHne OCHOBHBIX CETEBBIX CITYXKO:

Nzyuenne pynkmum oOMeHa (aitsiaMu MKy OJHOPAHTOBBIMH
ycTpoiicTBamMu onpeaeneHue npeodpasosanuiit PAT; eM3yuenue
npaBui paboTel DNS;

N3yuenue nporokona FTP.

13

ObecrnieueHre 6€30MaCHOCTH CETH:

— MUsydenwne yrpo3 cereBoit 6€30MacHOCTH;

— JlocTym K CETeBBIM YCTPOMCTBAM MO MpoTokoy SSH;
— (Ob6ecnieueHne 0€30MaCHOCTH CETEBBIX YCTPOUCTB;

14

AHali3 KOMIBIOTEPHOM CETH U HACTpOMKa MaplIpyTu3aTopa:
— IIpoBepka 3a7epKeK B IEpeIadu CETEBBIX MAKETOB C TOMOLIBIO

V1, V2, 1IK1.1
OK1, OK2

14
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VTHIIUT «ping» U «traceroutey;,
— HWcnonb3oBanue nntepderica komanauoi ctpoku (CLI) mist cbopa
CBEJICHHIA O CETEBBIX YCTPOMCTBAX;

— VYnpasnenue ¢aitnamu KOHQUTYpAITUA MapIIPyTU3aTOpa C
MOMOIIIBIO TTPOTPAMMBI SMYJISIINHA TEPMUHAIIA

— VYmnpasnenue QaiinamMu KOHPUTypauu yCTPOHCTB ¢
ucnionszoBanueM TFTP, ¢nem-namaru u USB-nakonurenei

— H3ydenue npoueayp BOCCTaHOBJICHUS ITAPOJIEH.

15

[IpoekTupoBaHue U CO3AaHUE CETH JIJISI MAJIOTO NMPEANPUATUS —
WUTOTOBBIN MTPOEKT

Tema 1.2. IIpuHIUNIBI
MapIIPYTU3AIUHU U
KOMMYTAaIUH

Cooepicanue

1

BBenenue B kKoMMyTHpYyeMbIe CeTH

O6benuaéHHBIC ceTu. Mepapxust B KoMMyTHpyeMoit ceT. Posb
KOMMYTHpYyeMbIX ceTell. KommyTtupyemas cpena. Jlunamuueckoe
3anosHeHne Tadmibsl MAC-anpecoB koMmMmyTaTopa. MeTo b
MEePECHUTKN Ha KoMMyTaTtope. KommyTaius ¢ mpoMexyTOYHbIM
xpaHneHreM. CKBO3Hasi KOMMYTaLHsL.

Kommyrannonnsie noMenbl. CHUXKEHUE MEPErpy30K CETH.

OcHOBHbIE KOHIIENUNHA U HACTPOHKA KOMMYTAIUH

OCHOBHBIE KOHIIENIIIMY U HacTpoiika kommyTanuu. [lepBoHavanbHast
HAcCTpOiika KOMMYTaToOpa U BOCCTAHOBJICHUE MTOCIIE CUCTEMHOTO cOOsl.
Hacrpoiika goctyna myis 6a30BOro ynpasieHHs KoMMyTaTopoMm ¢ [Pv4.
JymnekcHas cBsa3b. HacTpolika mopToB KOMMyTaTOpa Ha (PU3NIECKOM
ypoBHe. OyHKIUS aBTOMATUYECKOT0 OIpeaesieH s Tuma kabemnst (Auto-
MDIX). IlpoBepka HacTpoek mopra kommyrtaropa. [louck u
ycTpaHeHue MpodsieM Ha YPOBHE JOCTYIA K CETH.

be3zonacHocTh KOMMyTaTOpA.

JamumEHHbIN ynanéunblil foctyn. Hacrpoiika SSH.
PacnipocTpanénHble yrpo3bl 0€30MaCHOCTH: TEPENOIHEHNE TaOIUIIbI
MAC-aapeco, DHCP-ciy¢uHr, Bcmoib30BaHIE yI3BUMOCTEH
npotokosia CDP, Ataku Telnet u ap. Ayt u npakTUIeCKue
PEKOMEHALNY 10 00ecreYeHn o Oe30MacCHOCTH ceTH. bezonacHocTh

3ul, 3u4, 3H5,
3311, 34 11
OK1,0K2,
OK9,0K10

55
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nopra kommyratopa. Orcnexxusanne DHCP cooOmiennii. @yHkIms
6e3onacHocTH nopta. Buasr 3ammutet MAC-anpecoB. PexxumMbl
pearupoBaHus Ha HapylieHne Oe3onacHocTu. [IpoBepka u HaCTpoiika
noptoB. [IpoTokoin cereBoro Bpemenu (NTP).

Bupryanbnbie nokanabHbie ceTd (VLAN)

Bupryansusie nokanbubie ceti (VLAN) — kiraccudukaus u
OCHOBHBIE XapaKTEPUCTUKU. TpaHKU BUPTyalIbHBIX ceTeil. KoHTpoib
IMPOKOBEMIATENbHBIX T0MEHOB B ceTaX VLAN. TerupoBanue kaapos
Ethernet s unentudukanuu cetn VLAN. Ceru native VLAN u
terupoBanue cranaapra 802.1Q. TerupoBanue rosocoBoit VLAN.
Peanusanuu BUpTyanbHOH JIOKaJIBHOU ceTd. Ha3zHaueHune nopTos
cetaM VLAN. HacTtpoiika TpaHKOBBIX KaHaoB. [IpoTokon
JUHAMUYECKOro co3anus TpankoBoro kanaia (DTP). [louck u
YCTPAaHEHHUE HEMOJIAJOK B BUPTYAIbHBIX JIOKAIBHBIX CETAX U
TpaHKOBBIX KaHanax. [Ipo6nemsr ¢ IP-anpecanueit cetu VLAN.
HecoBnanenus pe:;xiMOB TpaHKOBOM CBsi3H. [IpoekTupoBanue u
obecnieyenue 6ezonacHoct VLAN: hopping, ciypunr kommyraTopa,
aTaka c A1BoiHbIM TerupoBanneM, Cetb PVLAN nepumertpa.
IIpakTrueckue peKOMEHAALMH 110 IPOCKTUPOBAHUIO BUPTYAIbHOU
JIOKAJIbHOM CETH.

Konuenuus mapmpyruzanuu

Hactpolika Mmapuipytuzaropa. MexaHu3Mbl EPECHIIKN TAKETOB.
ITonxiroueHue u HacTpoliKka ycTpoicTB. CBETOAMOIHBIE NHINKATOPHI
Ha MapuipyTu3zaTope. AKTUBaLUs U HacTpoiika [P-anpecarum.
IIpoBepka CBA3HOCTH CETEM C NpsAMBIM IoAKI0YeHueM. IIposepka
HacTpoek uHTepgeiica. GUIbTpaIysl BEIXOAHBIX JaHHBIX KOMaH]
«show». KommyTarust naketoB Mex 1y ceTsiMu. OyHKITUS KOMMYTaIluN
Mapuipytu3aropa. Mapupyrusamus makeroB. OnpenesieHue myTu.
[Tporecc npuHATHS peIISHHs O ePeChUTKe TaKeToB. BriGop
ontuMasibHOro nytu. [Ipotokonsl RIP, OSPF, EIGRP. Pactipenenenue
Harpysku. AAMHUHHCTpUpOBaHue pacctosHue (AD) n Hae)KHOCTD
MapuipyTa. AHanu3 TabJIuL MapIIPyTU3alMK — HCTOYHUK JaHHBIX,
NPUHIUIB (POPMHUPOBAHNE BOZMOXKHOCTH HACTPOMKHU. 3anucu

3ul, 3u4, 3u5,
3311, 34 11
OK1,0K2,
OK9,0K10
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Ta0JIUIIBI MAPIIPYTHU3AINH JIJISI CETEH C MPSMBIM IMOAKITIOYCHUEM.
3aaHue cTaTHYeCKUX MapupyToB. [IpoTOKOIBI TMHAMUYECKOM
Mapupyrusauuu ceteit IPv4 u IPv6.

Mapmpyruzanus me:xkny VLAN

[Tpununs! paboTs! MapipyTusamun Mmexny VLAN. Hactpoiika
MapuIpyTHU3aluy Ha 6a3e MaplIpyTU3aTOPOB C HECKOJIbKUMU
¢usnuecknuMu uHTEpPeEricamu, ¢ UCIIOIb30BaHUEM KOH(PUTypaluu
router-on-a-stick, uepe3 MHOTOypoBHEBBIN KoMMyTaTOp. [IpoGiaemsr
mapuipytusanuu mexay VLAN. [IpoBepka koHpurypamuu
KOMMYTaTopa 1 HacTpoek MapiupyTtusaropa. Hermosnaaku B padote
uHTepdeiica. Omubku B [IP-anpecax u mackax noacetu. Hactpoiika u
pabota KoMMyTanuu Ha 3-M ypoBHEe. Mapmpytu3zanus Mexay VLAN
yepe3 BUPTyalbHbIE HHTEP(EHCH KOMMYTAaTOpa, MapIIPyTH3UPYEMbIe
noptel. Henmonaaku B HacTpoitkax KoMMyTaTopa 3-ro ypOBHSI.

Crarnyeckasi MAPpIIPYTH3AUA 3ul, 384, 315,
[IpeumyiiecTBa 1 3aa4M CTATUYECKON MapuIpyTu3anuu. Tumbl 3311, 3, I1
CTaTUYECKUX MapILIPYTOB: CTAHAAPTHBIN, 10 YMOJIYaHUIO, CYMMapHBIH, OK1,0K2,
maBatomuii. Hactpoiika cratmyeckux mapupytoB [IPv4 u [Pv6. OK9,0K10

Komanna «ip route». Mapuipyt ciegyromero nepexoja. Hanpsamyro
MOJKJIFOYEHHBIN CTaTHYECKU MapiIpyT. [ToTHOCTBIO 3a1aHHbBII
cTaTU4ecKui MapuipyT. HacTpolika craTuueckoro Mapupyra mno
yMonuanuto. KiaccoBas agpecanus. KnaccoBble MacKku MOJICETH.
BecknaccoBas mexnomennas mapmpyruzanus CIDR. O6vennnenue
MapupytoB. Opranuzanus cynepcereil. Mcrons3oBanue Macok
nozacetu ¢pukcupoBanHoi anuHbl (FLSM). Macka noncetn
nepemenHoi aymHbl (VLSM). Hactpoiika cyMMapHBIX U TJIaBaIOIIHX
CTaTUYECKUX MapuIpyToB. Pacuér cymmapHOro mapupyra.
O6bennHeHue ceTeBbIX aapeco [IPv4 u IPv6. Tlouck u yctpanenue
HETOoJaI0K B HACTPOMKaX CTaTUYECKOro MapuipyTa U MapiipyTa rno
YMOJIYAHHUIO.

JuHaMu4ecKkasi MapIIpyTH3aLus
IIpOTOKOJIBI IMHAMUYECKOW MAPIIPYTU3ALUU — HA3HAYCHUE, IPUHLINIIBI
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paboThl 1 uctopus pa3Butusa. CpaBHEeHUE TUHAMUYECKON U
cTatuyeckoil Mmapuipyruzanuu. [IpuHIuner paboThl MPOTOKOJIOB
MapILIpYTU3aLKU: ITyCK MOCJE BKIIOYEHNs nuTanus, CeTeBoe
oOHapyxenne, OOMeH JaHHBIMU MapuipyTu3anun, OoecredeHue
cxonumoctu. Knaccudukanus npoTokooB MappyTH3aIHH.
[Iporokonsl IGP nu EGP. JIluctaHuroHHO-BEKTOPHBIE TPOTOKOJIBI RIP,
IGRP. ITpoTokosnsl MapupyTu3zanuu 1o coctosuuro kanana OSPF u IS-
IS. KnaccoBsie u 6eckitaccoBbie TPOTOKOJIBI MAPIIPYTU3AIHH.
XapakTepUCTUKH U METPUKH IPOTOKOJIOB.
JlnHaMuueckasi IMCTaHIIMOHHO-BEKTOPHAs! MapIIPyTHU3aLHsL.
JINCTaHIIMOHHO-BEKTOPHBIN aIrOPUTM. MeXaHU3MBbI OTIIPABKU U
MOJIYYEHUS JaHHBIX MapIIPyTU3aLUH, pac4€Ta ONTUMAIBHBIX ITyTEH U
n00aBIeHHs MAapLIPYTOB B TAOJIMIlY MapUIPyTU3aLUU, OOHAPYKEHUS U
pearupoBaHys Ha U3MEHEHHUs B Toronoruu. Hactpolika npoTokona
RIP: Bxmrouenue RIPV2, oTKiIIoueHHEe aBTOMATHUECKOTO 00bCAUHEHHS,
HAaCTpOWKa MAaCCUBHBIX MHTEPPEICOB, Mepeada MapupyTa rmno
ymourdaHuio 1o cetu. Hacrpoiika nporokona RIPng. IIpouecc
MapHIpyTH3AIMH 0 cOCTosTHUIO KaHana. Hello mporoko:n. maker
cocrosiHus kaHana (LSP). JlaBuHHas pacchlika MAKETOB COCTOSHUS
KaHaya. JIaBUHHAs pacchUIKa NAKETOB COCTOSIHUSA KaHana. Co3nanue
nepeBa kpatdaiimux nyreid SPF. Jlo6aBnenue mapmpyros OSPF B
Tabnuny Maprpyruzanui. HegoctaTku mpoToKoJIOB MapuIpyTH3aluu
10 COCTOSIHUIO KaHana. Tabnuia MapupyTu3anuy. 3aicu ¢ MpsSMbIM
MOAKJIIOYEHUEM U yIaJEHHOM ceTH. J[MHaMHYeCKHU NoJlydaeMble
Mmapuipytsl [Pv4/6. Ilponiecc moucka mapuipyTa.

OSPF nas oaHoii o6jacTu 3ul, 3u4, 3u5,
CewmeiictBo nporokosoB OSPF. XapakTepucTUKH, IPpUHIHUIBI paboTHI 1 3311, 3411
kommoHeHTsl OSPF. Ocobernoctu OSPF misg 0qHON U HECKOJIBKUX OK1,0K2,
obnacteil. MarucrpansHas oonacts. Mukancymnsauus coobmenunit OSPF. OK9,0K10

Tuner nakeroB OSPF: maket npusetctBus (hello), maker onucanus
6a3e1 qanabix (DBD), maker 3anmpoca cocrostaus kanana (LSR), maker
oOHoBneHus coctosiHus kanana (LSU). maker moaTBepkIeHUS
cocrosiaus kanana (LSAck). O6HoBneHus cocrosinus kanana. Paboune
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coctosinusi OSPF. Beinenennsiit (DR) u pe3epBHBIN BbIJICTCHHBII
MapmipyTtuzarop (BDR). Cunxponuzanms 6a3 nanasix OSPF.
Hactpoiika OSPFv2 nns ognoit ob6nactu. Pexxum koHpurypaum
uaeHTU(UKATOPHI MapupyTu3aTopa. Mcrnons3oBanue narepdeiica
loopback. Bxitouenne OSPF na untepdeiicax. [llabionnas macka.
Komanna «network». Hactpoiika nmaccuBabix uatepdeiicor. opmyna
pacuéra metpuku croumoctd OSPF. Hactpoiika 3HaueHH IPOIyCKHON
crocoOHocTH uHTEpdeiica. [IpoBepka coceTHUX YCTPOMCTB, HACTPOEK
IIPOTOKOJIA, TaHHBIX IIpolecca U Apyrux xapakrepuctuk OSPF.
CpaBuaenne OSPFv2 u OSPFv3. Aapeca tumna link-local. Tonomorust
cetu OSPFv3. Hactpoiika naentugukaropa mapupyruzaropa OSPFv3.
Bxmouenne OSPFv3 Ha nunTepdeiicax.

Cnucku kontpoJs nocryna (ACL)

Crucku koutpoisa poctymna (ACL). [Mpuntun padoter ACLcenuckos.
Tunbr ACL-cniuckoB Cisco qis [Pv4. [IpucBanBanue HOMEpOB U UMEH
ACL-cniuckam. Pacuér mabnonnoi macku B ACL-cninckax.
PexoMennanuu no coznanuto u pasmenieHuto ACL-ciuckos.
Pa3zmemienue cranmaptaeix U pacmpenabix ACL-cnuckoB. Hactpoiika
crannaptHoro ACL-cnicka. [Ipumenenue crangaptHeix ACL-cninckos
Ha untepdericax. Kommentapuu k ACL-crimckam. [IpoBepka u
penakTUpoBaHuE cTaHAapTHHIX HyMepoBaHHbIX ACLcnuckoB. ACL-
cratuctuka. 3amura noptoB VIT'Y ¢ momomnisto crangaptHoro ACL-
ciucka [Pv4. Ctpykrypa u Hactpoiika pacmmpeHHsix ACL-crinckos
st [Pv4. dunbrpanus Tpaduka ¢ HCIOIL30BaHUEM PAaCITUPEHHBIX
ACL-cniuckos.

[Touck u ycrpanenue Henonaaok ACL-cnuckoB. PacnpoctpanéHHbie
omnbku ACL-cniuckoB. CpaBHenne ACL-cniuckoB s [IPv4 u [Pv6.
Hacrtpoiika n npoepka ACL-cniuckoB jist [Pv6.

10

IIporoxkon DHCP

[Tpotoxon DHCP. DHCPv4: 6a3zoBas omneparus, popmaT COOOIICHHIH,
cooOnieHus: oOHapyXKeHHs U npeanoxkeHus. Hactpoiika, mpoBepka u
perpancianus npocroro DHCPv4-cepsepa. Hactpoiika
Mapuipyrusaropa B kauectse DHCPv4-knuenTa. Hactpolika

3ul, 3u4, 3H5,
3311, 34 11
OK1,0K2,
OK9,0K10
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Mapurpyruzaropa kinacca SOHO. [louck u ycTpaHeHne HENoIaa0K B
pabote mapmpyruzaropa DHCPv4. [Iporokon DHCPv6.
ABTOMaTHYecKas HacTpolKa ajipeca 6€3 OTCICKUBAHUS COCTOSHUS
(SLAAC). IIpunnun padoter SLAAC ¢ DHCPv6. DHCPvV6 ¢ u 6e3
orcnexuBanus coctosiHus. Ilponeccst DHCPv6. Hactpoiika
Mapuipytusaropa B kauectee DHCPv6-cepepa u DHCPv6-knueHra.
ITouck u yctpanenue Hernonagok B pabore DHCPv6.

11

IIpeoOpa3oBanme cereBbix aapecos IPv4

[TpeoOpaszoBanue cereBbix anpecos [Pv4. KonnenryansHoe
npeoOpazoBanue ceteBbix aapecoB (NAT). TepmuHOIOTHS 1
npununsl padotsl NAT. IIpoctpancTBo yacTHbIX [Pv4-anpecos.
Cratudeckoe U IMHAMUYECKOE MTPeoOpa30BaHNE CETEBBIX a/IpECOB
(NAT). IlpeoGpazoBanue agpecos nmoptoB (PAT). CpaBuenne NAT u
PAT. ITpeumymiectBa u HepocTtaTku NAT. AHanu3 cTaTHYecKoro
npeobpazoBanust NAT. [Ipunmun pabotsl quHamMudeckoro NAT
Hacrtpoiika u npoepka NAT, PAT. Ilepeanpecanusi mopTos.
Hactpoiika NAT u nporokosa IPv6.

ITouck u yctpanenue Henosanok B padore NAT.

3ul, 3u4, 365,
3311, 34 11
OK1,0K2,
OK9,0K10

B mom uucne npakmuyueckux 3auamuil u 1a60pamopHvix paoom

1

Hacrpoiika koMmmyTaTopa:
— ba3oBas HacTpoiika KOMMYTaTopa;
— Hactpolika mapameTpoB 6€301aCHOCTH KOMMYTaTopa.

Hactpoiika 6e30macHOCTH KOMMYyTaTOpa:

— Hacrpoiika npotokona SSH;

— Hacrpotika ¢pynaxum Switch Port Security;

— Tlouck u ycTpaHeHHe HEMONAI0K B CUCTEME 0€30ITaCHOCTH TTOPTOB
KOMMYTaTOopa;

— OrtpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

Kondurypanus cereit VLAN:
— Kondurypanust cereit VLAN u TpaHKOBBIX KaHAJIOB;
— Ilouck u ycTpaneHue Henosaaok B KoHpurypauuu VLAN;

V1,V2,
Vi II- V3 I,
I1K1.3-I1K1.5

OK1,0K2,
OK9,0K10
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Peanu3zanus cucremsl 0e3onacHocT ceTd VLAN;

Peanuzanms cereit VLAN 171 cerMeHTallMu ceTe MpeanpusTHi
MaJIoro M CpeHero Ou3Heca.

Hacrpoiika mapipyrusaropa:

Hcnons3oBanne koMaHabl traceroute A1t OOHAPYIKEHUS CETH;
JIOKyMEHTUPOBAHUE CETH;

Hacrpoiika uarepdeticos [IPv4 u [Pvo;

Hacrpoiika u mpoBepka HEOOIBIION CETH;

HccnenoBanme MappyToB ¢ MPSMbIM MOJIKIOUYECHUEM.

Hacrpoiika MapipyTuzanuu:

Cocrapnenue cxembl cetd IHTepHeT;

Hacrpoiika 6a30BbIX TapaMeTPOB MapUIPyTU3aTOPa C MOMOIIBIO
unTepdeiica komanaHou crpoku (CLI) cucremsl Cisco 10S;
Hacrpoiika 6a30BBIX TapaMeTpOB MapUIpyTHU3aTOPa C TOMOIIBIO

CCP.

Mapupyruzamus mexxay VLAN:

Hactpoiika mapupyruzanuu Mexay VLAN it kaxaoro
uHTepdeiica;

Hactpoiika mapuipytuzaiuu mexxay VLAN Ha ocHOBe cTangapTa
802.1Q 1 TpaHKOBOTO KaHaJa;

[Touck u ycTpaHeHue HEMoa 10K B MapIIPYTU3ALUUA MEXKAY CETIMU
VLAN.

Hactpolika cratndeckoi MapupyTU3aiuu:

Hacrpoiika ctatnyeckux mapuipytos [Pv4/IPv6 no ymonuanuro;

Pazpabotka u peanuzauus cxemsl anpecanuu [Pv4 c
HCIIoJIb30BanneM VLSM;

Pacuér cymmaphubix mapuipyros IPv4 u IPv6;

ITouck u ycTpaHeHue HENOJIal0K CTaTHUECKUX MapuipyToB [Pv4 u
IPv6.

Hacrpoliika fuHaMU4ecKOi MapIIpyTH3aLNN:

V1,V2,
Vi II- V3 I,
I1K1.3-I1K1.5
OK1,0K2,
OK9,0K10
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HccnenoBanme CXOIUMOCTH,
CpaBHEHHE METOJIOB BbIOOpa MyTH B mpoTokosiax RIP.

Hactpoiika npotokonoB RIPv2 u RIPng.

10

Hactpoiika nporokosnoB OSPF:

Hacrpoiika 6a3oBoro nporokona OSPFv2 nns ognoit
o0JacTy;

bazosas nHactpoiika nporokonaa OSPFv3 st ogHo# o6mactw.

11

N3ydyeHne MexaHU3MOB pabOThI CO CIMCKaMK KOHTPOJIS AOCTYIIA:

Harnsoaoe npencrasienne padotel ACL-cniucka;
Hactpoiika cranmaptasix ACL-criuckos;

Hactpoiika ctannapTasix ©MeHOBaHHBIX ACL-crinckos;
Hacrpoiika ACL-cniucka ajyist nunuid VTY;

Hacrpoiika pacmmpennabix ACL-CiucKoB 15t pa3IudHbIX
CIICHApUEB;

[Touck u ycTpanenue Henonaaok B padbote ACL-CIUCKOB;
Hacrtpoiika ACL-cniuckoB IPv6;

OTpaboTKa KOMIJIEKCHBIX TPAKTHUYECKUX HABBIKOB.

12

Hactpoiika ACL-cniuckoB:

Hactpoiika u nposepka ctannapTHbix ACL-CIucKoB;
Hactpoiika 1 nposepka orpannueHuii VIY;
Hactpoiika u npoBepka pacunpeHHbIX ACL-ciuckos;

ITouck u ycTpaHeHue HENoaal0K B HacTpoiike u pazmenieHuun ACL-

CIMCKOB;
Hacrpoiika n npoepka ACL-cniuckoB st [Pv6.

13

N3yuenne nporokosnoB DHCP:

bazosas nacrpoiika DHCPv4 Ha mapuipyTtuzarope;
bazoBas nacrpoiika DHCPv4 Ha kommyTarope;
[Touck u ycrpanenue Hernonagok B padore DHCPv4;

Hacrpoiika cepepa DHCPv6 6e3 oTciie:)KnBaHUS COCTOSIHUS U C
OTCJIC)KHBAHUEM COCTOSTHUS;

V1,V2,
Vi II- V3 I,
I1K1.3-I1K1.5
OK1,0K2,
OK9,0K10
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— Ilouck u ycrpanenue Henonagok B pabore DHCPv6.
14 | Uzyuenne npotokosa DHCP:
— Hacrpoiika nporokona DHCP ¢ nomomsio komanp Cisco 10S;
— OTtpaboTKa KOMIUIEKCHBIX PAKTUYECKUX HABBIKOB.
15 | IlpeoOpa3oBaHme CETEBBIX aIPECOB:
— MW3yuenne npunuuna padots NAT;
— Hactpotiika cratudeckoro u iuHaMu4eckoro NAT;
— Peammsanmsa cratnyeckoro n guHammdeckoro NAT;
— Hacrpoiika nepeanpecaiiu nopToB Ha Mapuipytusatope Linksys;
— IIpoBepka, moKCK U yCTpaHEHUE HETONA0K KoHpurypauuii NAT;
— OTtpaboTKa KOMIUIEKCHBIX PAKTHYECKUX HABBIKOB.
16 | yuenue pabotsl ¢ NAT u PAT:
— Hacrpoiika quaamudeckoro u ctatudeckoro NAT;
— Hactpoiika NAT-niyna ¢ neperpyskoii u PAT;
— Ilouck u yctpanenue Henonagok koHpuryparmii NAT.
Paspesa 2. Opranusanus,
NPUHIUIIBI MIOCTPOCHUSA U
(YHKIMOHHPOBAHUS
KOMIIBIOTCPHBIX CETCH
M/IK.01.02. 267
Opranuszauus,
NPUHIMIBI IOCTPOEHUS U
(pyHKIHOHMpPOBaHUS
KOMIIBIOTEPHBIX CETCHU
Tema 2.1. Cooeporcanue 123
MapupyTu3zanus u 1 BBenenue B MmacimirabupoBaHue cereid 3ul, 304, 35,
KOMMYTAaIus. Peanusanus npoekra cetu. [Ipoext nepapxuueckon ceru. Pacmmpenue 3311, 3411
MacmirabupoBanue cetu. Bo16op cereBbix ycTpoiicTB. KoMmMyTannonHoe o0opynoBaHue. OK1,0K2,
cerei MapipyTu3atopsl. Ypasisiomue yCTpOUCTBa. OK9,0K10
2 | M36bITOouHOCTL LAN
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[Tonsarus mporokona spanning-tree. [IpeqHasHaueHue mpoTokoa
spanning-tree. ITpuniun pabotsr STP. Tumsr nporokonos STP.
Hacrpoiika npotokona STP. Hactpoiika PVST+. Hactpoiika Rapid
PVST+. IIpo6aemsr HacTpoitku STP.

ArperupoBaHne KaHaJ10B

OCHOBHBIE TIOHSITHSI arPETUPOBAHUS KaHAJIOB. ATpETHPOBaHHE
kananoB. [Ipuauun pa6ots! EtherChannel. Hactpoiika arperupoBanust
ka"aioB. Hacrpoiika EtherChannel. IIpoBepka, mouck u ycTpaHeHue
Hernonagok B pabore EtherChannel

BecnpoBoaHbIe JI0KAJIBLHBbIE CETH

Konnenmuu 6ecripoBoHOM cBsi3u. BBeeHne B 6€CIpOBOAHYIO CBSI3b.
Kommnounentst cereit WLAN. Tononoruu cereit WLAN 802.11.
[TpuHnumb paboThl GECTPOBOIHOM JIOKaIbHOU ceTu. CTpyKTypa Kaapa
802.11. ®yHKIMOHUPOBAaHUE OECIIPOBOAHOM CBS3H. YTIpaBICHUE
kaHaylamu. be3onacHOCTh O€CTIPOBOAHBIX JTOKAIBHBIX CETCH. YTPO3BI
st cereit WLAN. O6ecrnieuenue 6e3onacaoctd WLAN. Hacrpoiika
OecrpoBOIHBIX JIOKABHBIX ceTeld. HacTpoiika OecripoBogHOTO
MapmpyTtusaropa. Hactpoiika 6ecripoBoHBIX KIHEHTOB. [lonck u
yCTpaHeHUE Hermonaaok B padore cereit WLAN.

Hacrpoiika n ycrpanenue Henosagok B padore OSPF nust onnoit
obJsiacTu

Pacmmpennsie napamerpsl npotokosna OSPF st onHoit obnactu.
Mapupytu3zainus Ha ypoBHAX pacnpenenenus u siapa. OSPF B cetsix ¢
MHOXECTBEHHBIM J0CTynoM. PactipocTpanenue mapuipyra mno
ymosruanuto. Tounast HacTpoiika uHTepdeiicoB OSPF. 3ammura OSPF.
VYcerpanenue Henonanok peanusanuu nporokoia OSPF nns ognoi
obnactu. CocTaBisomye Ipoueaypbl MOUCKa U yCTPaHEHHS
Henonanok B padore OSPF nns ognoit o6nactu. Ilouck u ycrpanenue
Heronanok B mapmpytuzanuu OSPFv2 mist ogHoit o6nactu. [Touck u
ycrpanenue Hernonaaok B OSPFv3 mist ogrolt o6nactu

OSPF ny151 HecKoJBLKHUX 00J1acTei
ITpuntun pabotsl OSPF s Heckonbkux oOnacreil. Haznauenue

3ul, 3u4, 3u5,
3311, 34 11
0OK1,0K2,
0K9,0K10
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OSPF nns Heckonbkux obnactei. [Ipuanummn padots! naketoB LSA B
OSPF nnsa Heckonmbkux oOsiacteid. Tabiuia MapuipyTu3auy U THITBI
mapuipyroB OSPF. Hactpoiika OSPF aist HeckonbKkux 00acTei.
Hacrpoiika OSPF mnis Heckonbkux obnacreit. O0bequHeHne
mapuipyroB OSPF. TIposepka OSPF s Heckonbkux 06macTeil.

B mom uucne npakmuyueckux 3auamuii u 1a60pamopHsIx paoom 64

1 Pa3BepThiBaHE KOMMYTHPYEMOU CETH C PE3EPBHBIMH KaHAJIAMH V1, V2,

2 | Hacrpoiika Rapid PVST+, PortFast u BPDU Guard Vi - V3 11,

3 Hacrpoiika nmporokona GLBP [IK1.3-11K1.5

4 | OnpexneneHue THIOBBIX OoMKO0K KoHpuUryparmu STP OK1-OK3,

5 | Hacrpoiixa EtherChannel OK5-OK10

6 ITonck u ycrpanenue Henonanok B padbore EtherChannel

7 ArperupoBaHue KaHaJloOB

8 Hacrpoiika 6ecipoBOJHOTO MapmpyTH3aTOpa U KINCHTA V1, V2,

9 Hactpoiika 6a3zoBoro nmporokona OSPFv2 mis ogHol obnactu Vi II- V3 I,

10 | Hacrpoiika OSPFv2 B ceTH MHOKECTBEHHOTO JOCTYIIA I1K1.3-IIK1.5

11 | Hactpoiika pacmmpenusix pyaxiuii OSPFv2 OKI-OKs3,

12 | INouck U ycTpaHEHHE HEMoa10K B paboTe OCHOBHBIX IIPOTOKONIOB OK5-OK10
OSPFv2 u OSPFv3 nns ogHoli obnactu

13 | Tlouck u ycTpaHeHHE HEIOIAI0K B pabOTe YCOBEPIICHCTBOBAHHOTO
nporokona OSPFv2 mist ogHoM o6nactu

14 | BrageHue HaBbIKaMH MOMCKA U yCTpaHeHUs! Henoaanok B pabore OSPF

15 | Hacrpoiika OSPFv2 nns Heckonpkux obmacrei

16 | Hactpoiika OSPFv3 s HeckoabKux o0nacTeit

17 | Tlouck u ycrpanenue Henonanok B padbore OSPFv2 u OSPFv3 nns
HECKOJIbKUX 00J1acTeit

Tema 2.2. Coenunenue | Coodepocanue 144
cere. 1 Hoakaouenune K ri00aabLHON ceTH 3ul, 3u4, 3H5,

00630p TexHoNOTHI TII00aNBEHOM ceTu. Llenb co3manus rio0ambHbBIX 3311, 34 I1
cerei. [IpuHuMn paboTh ria00ansHON ceTr. BriOop TexHonoruu OK1,0K2,
riiobanpHOM cet. CepBHCH TII00abHOM ceTu. MHDpacTpyKTyphI OK9,0K10
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YaCTHBIX I100anbHBIX ceTell. MHppacTpykTypa 00menocTynHoi
r100anbHOM ceTn. BrIOOp cepBHCOB TII00ATBHON CETH.

2 CoenuHeHHe «TOYKA-TOYKA»

0O0630p nocnen0BaTENbHOIO COETUHEHUS «TOUKA-TOUKa». CBA3b MO
nocienosarenbHoMy KaHaiy. Makancymsauus HDLC. [puniun paboTsl
npotokona PPP. [Ipenmymecta nporokosna PPP. LCP u NCP. Ceancel
PPP. Hactpoiika npotokosna PPP. Hactpoiika nporokona PPP.
Aytentuduxanus PPP. Otnanka coenunennit WAN. Otnanka PPP.

3 | Pemienusi INMPOKOIOJIOCHOTO 10CTYNA

VY nanéunas pabora. [Ipenmymectsa ynanéunoi pabotsl. buznec-
TpeOoBaHus A yAANEHHBIX paO0THUKOB. CpaBHEHUE PEIICHUI
mmpokonoiocHoro aoctyna. Kabens. DSL. becipoBoanbie
ITUPOKOIIOJIOCHBIE CETH. BBIOOP peleHnii MupOKOIMOI0CHOTO TOCTYTIA.
Hacrpoiika nogkmouenuit xXDSL. O630p PPPoE. Hactpoiika PPPoE.

4 3ammra MexPUIHATBHON CBA3M

Ceru VPN. Ocnossl cerelr VPN. Tunsl cereit VPN. Tynnenu GRE
Mexny oobektamu. OcHoBbl GRE. Hactpoiika Tynneneir GRE. O6mue
ceenenus 06 IPsec. 3amura nmpotokona IP. Ctpykrypa nporokoia
IPsec. Y nanéunsiit noctyn. Pemennss VPN mist ynanéasoro pocrymna.
Ceru VPN ynanénHoro nocryna c ucnonb3zoBaHuem IPsec.

5 | MountopuHr CeTn

Syslog. [punmun padotsr Syslog. Hactpoiika Syslog. SNMP.
[Mpuniun padoter SNMP. Hactpoiika SNMP. NetFlow. ITpunmun
pabotsl NetFlow. Hactpoiika NetFlow. [IpoBepka mozeneii Tpaduxka.

6 Ortaaaka ceru

[Touck u ycTpaHeHue HEMOJIAOK C UCIOJIB30BAHUEM CUCTEMHOIO
noaxoxa. Jlokymenranus o cetu. [Iporeaypa moucka u ycTpaHeHHs
HCIIOJIa10K. I/IBOHHI_II/I}I HpOGHGMBI C IIOMOIIIBIO MHOFprOBHGBI:IX
Mojenei. Otnanka cetu. CpencTBa MOMCKa U yCTPaHEHUS HEMOIA0K.
CuMnTomsl U IpUYUHBI OTIAAKHU ceTu. [lonck u ycrpanenue
HEMOJIAIOK CBI3U B ceTax IP.

3ul, 3u4, 365,
3311, 34 11

OK1,0K2,

OK9,0K10

B mom uucne npakmuueckux 3auamuil u 1a60pamopHvix paoom

56
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1 | Hactpoiika 6a3zoBoro PPP c ayrenTudukarmei V1,V2,

2 Otnanka 6a3zoBoro PPP c ayrentudukanueii Vi II- V3 1I,

3 ITposepka PPP [IK1.3-T11K1.5

4 | Hactpoiika MapiupyTusaTopa B KauecTse kiauenta PPPoE s OKI1-OK3,
noakrouenust DSL OK5-OK10

S) Hactpoiika TynHenss VPN GRE no cxeme «To4ka-Touka»

6 Pa3paboTka TexHUYECKOTro 00CITy)KMBaHUS CETH

7 | Hacrpoiika Syslog u NTP

8 | U3ydyenue mporpaMMHOro o0ecriedeHus 1Jis MOHUTOPHHTA CETH

9 Hacrtpoiika SNMP

10 | C6op u ananu3 nanHbix NetFlow

11 | MacTpyMeHTapuii CETEBOTO aAMUHUCTpATOpa JJIsi HAOTIOICHUS

12 | C6oii B pabote cetu

13 | Pa3zpaboTka JOKyMEHTAIH

IIpumepHasi TeMaTHKa CAaMOCTOSITEIbHOM Y4eOHOI padoThI: 3ul, 3u4, 3H5, 65

1. Cucrematudeckas mpopad0OTKa KOHCIIEKTOB 3aHATHH, YAI€OHON U CIIEIUaIbHON TEXHUYECKON 3311,34 11 V1,
JIUTEPATYPHI. V2,

2. KoncnektupoBanue Tekcra, paboTa co CI0BapsMU U CIIPAaBOYHHKAMHU, 03HAKOMIICHHE C YV, II- V3 11,
HOPMAaTHUBHBIMU JOKYMEHTaMH, yueOHO-HCCIIeI0BATENbCKask paboTa IMPH CaMOM IIHPOKOM OK1,0K2,
ucrnonb3oBanuu MHTEepHETa M Apyrux | T-TexHOMOTHIA. OK9,0K10

3. IIpoektHbie popMbl pabOTHI, MOATOTOBKA COOOIIECHHUH K BBICTYIICHUIO HA CEMHHApaX U
KOH(EpEeHIHSIX; MMOATOTOBKA pedepaToB, TOKIAIOB.

4. TloaroroBka K 1a0OPATOPHBIM U MPAKTUYECKUM pabOTaM C UCTIOIb30BAHUEM METOAMYECKHUX
PEKOMEHIalui MpernoaaBaTestsi, 0hOopMIICHHE JTa00paTOPHO-TIPAKTHUECKUX PaboT, OTYETOB U
MOJITOTOBKA K UX 3alIHTE.

Y4yeOHasi NpaKkTUKA 3ul, 3u4, 365, 108
IIpumepHbIii nepeyeHb padoT: 3311, 3, 1T V1,

1. yyacTue B IPOEKTUPOBAHUU CETEBON MHPPACTPYKTYPHI, VY2,

2. y4yacTHe B OPTaHU3aIMH CETEBOTI0 aIMUHUCTPHUPOBAHUS; Vi II- V3 I,

3. aKcruTyaramnus 00beKTOB CETeBOM HHPPACTPYKTYPHI; IIK1.1-T1K1.5

4. ydacTHe B yNpaBJIE€HUHU CETEBBIMU CEP OK1,0K2,

5. Bucamu; OK9,0K10
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6. ydacTHhe B MOJICPHH3AIUHU CETEBON MHPPACTPYKTYPHI.

IIpou3BoacTBeHHAs MPAKTUKA pa3jesa 3ul, 384, 315, 144
IIpumepHbIii nepeyeHb padoT: 3311, 3, 1T V1,

1. ygactue B pa3pabOTKe METOJIOB, CPEJICTB U TEXHOJIOTHI MPUMEHEHHUsT 00BEKTOB MPodheCcCHOHATBLHOM VY2,
JIESITEIbHOCTHU; Vi II- V311,

2. mpoBeneHue MpopUIAKTUIECKUX Pa0doT HAa 00BEKTaX ceTeBOM MH(PPACTPYKTYphI i pabounx IIK1.1-T1K1.5
CTaHIIUSIX; OK1-OK10

3. y4acTHe B MHBEHTapH3alMU TEXHUYECKHUX CPEJCTB CETeBOM MHPPACTPYKTYPHI, OCYILIECTBICHHE
KOHTPOJISl IIOCTYIHBILETO U3 PEMOHTa 000pYI0OBaHMSL.

IIpomMexxyTouHasi aTTecTalUsA 12

Bcero 778
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4. YCJIOBUS PEAJIU3ALIUU [TIPOTPAMMBI [TIPO®ECCUOHAJILHOTO
MOJIYJIA

4.1. TpeGoBaHMsA K MUHMMAJIbHOMY MaTEePHAJIbHO-TEXHUYECKOMY O0ecre4eHHI0

Jlii peanuzanyy IporpaMMbl MPoQecCUOHAIBHOTO MOTYJISl JOJKHBI ObITH
IIPEAYCMOTPEHBI CIEAYIOLIME CIIEIUAIbHbIE TIOMEIICHUS:

JIaboparopus «Opranuszanysi 1 IPUHLIUIBl TOCTPOECHUS KOMIIBIOTEPHBIX CUCTEM,
OCHAUIEHHBIE B COOTBETCTBHMM C M. 6.1.2.1. [IpuMepHON mporpaMMsl IO CHENUATIBHOCTU
09.02.06 «CeTteBo€ 1 CUCTEMHOE aAMUHUCTPUPOBAHUEY.

Cryaus [IpoekTupoBaHus U nM3aiiHa CETEBBIX apXUTEKTYp U MHKEHEPHOH rpadukm,
OCHAUIEHHAsi B COOTBETCTBUM C M. 6.1.2.2. [IpumepHON NmporpamMmel O CHEUUAIBHOCTH
09.02.06 «CeteBo€ 1 CUCTEMHOE aAMUHUCTPUPOBAHUEY.

OcHareHHbie 6a3bl MPAKTHUKU, B COOTBETCTBUHM C 11 6.1.2.3 TIpumepHoit mporpaMMsl
no cnenuanbHocT 09.02.06 «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHUEY.

4.2. MadpopmaniuoHHoe odecrnedyeHue 00y4eHUs
OcHOBHbBIE HCTOYHUKH

Jns npenonaBareneit

1. H.B. Makcumog, 1.W. TTonos. KomnbloTepHbie ceT [ DNEKTPOHHBIN pecypc]: yueo.

[Tocobue -M.: DOPYM: UH®PA-M 2021.

Hosoxwinos E.O. Komnwtorepubie cetn.—M.: OULL «Axamemus, 2023.

3. Omudep B. Kommberotepubie ceTu. [I[pUHIATIBI, TEXHOIOTHH, POTOKOJIBI: Y YeOHUK
U1t By30B. 4-¢ uzn., C-116.: ITutep, 2023.

4. Kypsiauii I'. B., Macnunckuit K. A. Onepannonnas cucrema Linux. Kypc nekimid.
VYyebHoe nocodue. 2-¢ uza., M: UutepHeT-yHUBEpCcUTET HHOOPMAITMOHHBIX
texHonorui, 2024.

N

g ctyneHToB
1. Baramantok A. Co3znanue, oOciy>kuBaHue U aaMuHuctpupoBanue cetet Ha 100%.
C-I16.: ITurep, 2022 1.
2. Komucanuenko JI. Linux. Ot wHoBmuka k mnpodeccuonamy. C-I16.: BXB-
[TetepOypr, 2024.
Cepruenko A.b. [udposas obpadotka curaanos. — CII6.: [Tutep, 2023.
H.B. Makcumos, N.U. [1onos. KomnberoTepHsbie ceT [ DNEKTPOHHEBIN pecypc]:
yuae0. [Tocobue -M.: DOPYM: UHDOPA-M 2023.
5. Horoxwunor E.O. Komnberorepubie cetu.—M.: OUL] «Akanemus, 2023.

B w
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6. Omudep B. Komnbrorepnsie cetu. [IpuHIMIBI, TEXHOIOTHUHU, TPOTOKOJBI:
VY4eOuuk 115t By30B. 4-¢ uzn., C-116.: Iutep, 2024.

7. Kypstamii I'. B., Macimuckuit K. A. Onepanmonnast cuctema Linux. Kypce nexmmii.
YyeOHoe nocobue. 2-e uza., M: InTepHeT-yHUBEpCUTET HHPOPMAITTOHHBIX
texnonorui, 2024

JlonmoiHUTEIbHBIE HCTOYHUKH
g mpenonasarenen

1. Cranex VYuneam P. Komannnas ctpoka Microsoft Windoll. CnpaBounuk
anmunuctparopa. C-I16.: BXB-IletepOypr, 2024

2. Cranex Yuibsam P. WindoIT PowerShell 2.0. CnpaBounuk agmunuctpatopa. C-T106.:
BXB-IletepOypr, 2023

s cTtyieHToB

1. Kpummnamyptu b., Pekchopn Jx. Web-mporokonsl. Teopus u mpaktuka. M.:
bunom 2023.

2. Ckorr XokuHc Anmunuctpupoanue Web-cepsepa APACHE u pykoBoaCTBO 10O
AIEKTPOHHON KoMMepIuu. M3natensckuii mom « Bunbsmuy, M., C-I16., Kues, 2022.

4.3. O01mme TpedOBaHUA K OPraHU3aNNu 00pa30BaTeJIbHOIO Npolecca.

OcBoenue [IM.01 Beinonnenue pabom no npoexmuposanuio cemesou UH@ppacmpyKmypol
MIPOU3BOJIUTCS B COOTBETCTBUU ¢ yueOHOM ImaHoM mo crienuaibHocTr 09.02.06 CeteBoe
U CHUCTEMHOE aJMUHUCTPUPOBAHME U KaJICHIAPHBIM TIpadUKOM, YTBEPKIACHHBIM
JUPEKTOPOM KOJIEKA.

OOpa3oBareibHBI  MpOLIECC OPraHU3yeTCs CTPOro IO  PACIHMCAHUIO  3aHATHUH,
YTBEPXKACHHOMY 3aMmectutesneM aupektopa no YP. I'paduk ocBoenus [IM npeanonaraer
nocnenoBarenabHoe ocBoeHue MJIK1 Komnwvromepuvie cemu, MJK2 Opeanuzayus,
APUHYUNBL NOCMPOEHUSL U QYHKYUOHUPOBAHUS KOMNbIOMEPHBIX Cemell, BKIIYAIOIINUX B
ce0s KaK TEOPETUIECKHUE, TaK U JJab0PaTOPHO-TIPAKTUUECKHE 3aHSATHUA.

OcBoenuto IIM mnpenmiectByeT o00s3aTeabHOE H3Y4YeHHE YYEOHBIX TUCIUIUIMH!
WHOCTPAHHBIA SI3bIK, DJEMEHTHI BBICHICH MaTeMaTHKW, TEOPUS BEPOATHOCTU W
MaTeMaTH4YecKasl CTaTHUCTHKA, apXUTEKTypa ammapaTHBIX CpPEJICTB, OCHOBHI TEOPUHU
uH(pOpMAaIMHU, OINEPAIlMOHHBIE CHCTEMBI, TEXHHUYECKHE CpEICTBa HH(POpMATH3ANMH U
uH(OPMAITMOHHBIC TEXHOJIOTHH.

M3ydyeHne TeOpeTHIECKOTO MaTepruaia MOKET TIPOBOJUTLCS KaK B KaXKJIOW TPyMIE, Tak U
JUTSI HECKOJIBKUX TPYIIT (MTPU HATMYUW HECKOJIBKHUX TPYII Ha CTICITHAIBHOCTH).

[Ipn nmpoBeneHUM JAOOPATOPHBIX PAOOT/MPAKTUUECKUX 3aHATHA MPOBOJUTCS JEJICHUE
TPYIIBl CTYJEHTOB Ha MOATPYIIbI, YHCICHHOCThIO HEe Oonee 15 dyen. JlabopaTopHbie
paboThl TPOBOJATCS B CIEHHUAIBHO OOOPYIOBAaHHON JabopaTOpuu SKCILTyaTalluu
00BEKTOB CETeBOM UHPPACTPYKTYPHI.
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B mpouecce ocBoenust I[IM mpeamnonaraercss mpoBeaeHNUE pyOeKHOTO KOHTPOJIS 3HAHHIM,
yMeHuil y cryaeHtoB. Crnaua py6exHoro koutposs (PK) sBisercs o0s3aTenbHOM 11 Bcex
oOyuaromuxcs. Pesynbrarom ocBoenust [IM  Boictymator IIK, omeHka KOTOpBIX
npejcTaBiIsieT co0oil co3ganue U cOOp CBUAETEILCTB JIEATEIBHOCTH HAa OCHOBE 3apaHee
ONPEIEICHHBIX KPUTEPHEB.

C wenpro OKa3aHMs MOMOILIH CTYJAEHTaM IPU OCBOEHUHU TEOPETHYECKOTO U MPAKTUYECKOIO
MaTepuasa, BBIIIOJHEHUS CaMOCTOSTENbHOM paboThl  pa3pabaThIBAIOTCS  y4eOHO-
METOJUYECKUE KOMITJIEKCHI (KEHCHI CTYICHTOB).

C 1enpi0 METOIMYECKOro 00ecneyeHus MPOX0KACHUS y4eOHOM W/WIM IPOU3BOICTBEHHOU
IPaKTUKH, BBIIIOJIHEHUS] KYpCOBOIO IPOEKTa/KypcoBOi pabOThl pa3zpabaThIBarOTCs
METOMYECKHE PEKOMEHIALUU VISl CTYJIEHTOB.

[Tpu ocBoenuu [IM kaxapIM MpenoaaBaTeieM YCTaHABIMBAIOTCS Yachl TOMOJIHUTEIbHBIX
3aHSATUNA, B paMKax KOTOPBIX AJISl BCEX JKENAIOUIMX MPOBOJAATCS KOHCYIbTaLMU. I 'paduk
IPOBEJCHUS KOHCYJbTAllMi pa3MelIeH Ha BXOJHOM JBEpH KaXJ0ro ydyeOHOro kabuHera
W/WIH J1a00paTOPHH.

[Ipy BBIMOAHEHMH KypCOBOM pPabOTHI MPOBOJATCS Kak TPYINIOBbIE ayIUTOPHBIE
KOHCYJIbTAllUM, TaK MW WHAUBUAYyaJbHblE. llopsnok opraHu3alMi W BBINOJHEHUS
KypCOBOIO IPOEKTUPOBAHMS ONpPENEIEH B HOPMAaTUBHOM JIOKYMEHTE KOJUIEIKa
«JIOKyMEHTHpOoBaHHas nmpoueaypa [loaroroBka KypcoBoil v TUIIIIOMHOU pabOThI».
OOs3aTenbHBIM ~ YCIOBHEM JOMyCKa K MPOM3BOACTBEHHON TMpaKkTHKE B paMKax
npoecCHOHANILHOTO Moayis «BbimogHeHne paboT MO NPOEKTUPOBAHUIO CETEBOM
UH(PACTPYKTYPhD) SIBISETCS OCBOCHUE YYEOHOW NMPAKTUKH [UISl MOJTYYEHUS! MEPBUYHBIX
IpO(EeCCHOHANIBHBIX HAaBBIKOB B paMKax Npo(ecCHOHaIbHOro MoAyJs «BbimonHeHne
paboT MO MPOEKTUPOBAHUIO CETEBON MHPPACTPYKTYPHI».

Tekymnii yuer pe3yspraroB ocBoeHus [IM nmpousBoaurcs B xypHane no 1IM. Hamnune
oueHok mo JIP, II3 u pyOexHOMY KOHTPOJIO SBISETCS Ui KaXKIOro CTYyJEHTa
oOs3aTenbHBIM. B ciydae orcyrcTBus orieHok 3a JIP, 113 u TPK cryaenT ne nomyckaercs
710 cljauu KBaJIM(PUKAIIMOHHOTO dK3ameHa 1o [IM.

4.4, KagpoBoe oGecnieueHne 00pa3oBaTeIbHOIO MpoLecca

TpeOoBanus K KBanu(pUKAUU MEAATOTMYECKUX (MHKXEHEPHO-TIEAArornyecknux) KaJpos,
obecneunBaromux oodydenue no MJIK:
- HaJM4YWe BBICIIETO OOpa30BaHHUsA, COOTBETCTBYIOMIETO MPOQUII0 MPErnogaBacMoro
MOJTYJIS;
- HaJIM4Yue CBUAETEIHCTB O MPOXOXKJACHUN KypCOB MOBBIIICHHS KBATU(DHUKAIIH;
- TPOXOXACHHE CTAKUPOBKHU B MPOGUIBHBIX OpraHU3alUsaX He pexke 1-ro pasa B 3
roja.
- ONBIT JACATEJBHOCTH B OpraHu3alusaX COOTBETCTBYIOIIEH NpodeccroHambHOMl
cdepsl.
TpeboBanus K KBaIM(UKAIMU TEIaroTMUEeCKUX (MHKEHEPHO-TICAArorn4eckKnx) KajapoB,
obecnieunBaromux nposeaeHue JIP u I13:
- IUTUIOMHPOBAHHBIC CIIEITUAITNUCTHI — MPEMO/1aBaTeIN MEKIUCIMILTHHAPHBIX KYPCOB;
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- HaJIM4yue BBICIIEr0 NPO(ECCHOHATBLHOrO O00pa3oBaHUs MO  CIEHUATbHOCTH,
COOTBETCTBYIOILIEH HAIPABIECHUIO IMOATOTOBKH;

- HaJM4Ue CBUJAETEILCTB O MPOXOXKICHUU KypCOB MOBBIIICHHS KBATU(PUKAIIY;

- TPOXOXICHHE CTAKUPOBKHU B MPOGUIBHBIX OpraHU3alUsaxX He pexke 1-ro pasa B 3
roja.

TpeboBanus K  KBagu(PUKAMKM  TEJATOTUUECKUX  KaJpPOB,  OCYIICCTBIISIOIINX

PYKOBOJICTBO MPAKTUKOM:

—  HaJWM4Me BBICHIETO NPOQPECCHOHATLHOIO 00pa30BaHMS MO CIEHHATbHOCTH,
COOTBETCTBYIOIIIECH HAITPaBICHUIO TTOJATOTOBKH;

—  HaJIMYUE CBUJETENIHCTB O MPOXOXKICHUH KYPCOB MOBBINICHUS KBATH(UKAIIHH;

—  MPOXOXKACHUE CTAKUPOBKU B MPO(PMIBHBIX OpTaHU3AIUsAX HE pexe 1-To pasza B 3
roja.
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5. KOHTPOJIb 1 OUEHKA PE3VJIbTATOB OCBOEHHN
ITPO®ECCHUOHAJILHOI'O MOAYJIA (BUJIA ITPOPECCUOHAJIBHOU

JAEATEJIBHOCTHN)
Tabnuya 5
PesyabTarsl
(ocBOEHHbBIE @DopMbI U METOBI
OcHoOBHbBIE TOKA3aTe/U OLIEHKHU pe3yJabTara
npogeccuoHATbHbIE KOHTPOJISl M OLIeHKH
KOMIIETEHLIMH)

[IK 1.1. BeinonaHATh O1eHKa «OTJIMYHO» - TEXHUYECKOE 3aJaHue Dk3amen/3a4et B popme
MIPOEKTUPOBAHUE MIPOaHAIM3UPOBAHO, AJITOPUTM Pa3paboTaH, co0ece10BaHusA:

Ka0eNbHOU CTPYKTYPHI
KOMIIBIOTEPHOM CETH.

COOTBETCTBYET TEXHUUECKOMY 3aJJaHUI0 U

o OopMIIEH B COOTBETCTBUU CO CTaHAAapTaMH,
MIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
OrneHka «Xopoo» -aIroput™M pa3padoTaH,
o(opMIIeH B COOTBETCTBUH CO CTaHAAPTAMU U
COOTBETCTBYET 3aJJaHUI0, MOSCHEHBI €r0
OCHOBHBIE CTPYKTYPBI.

OreHka «y/10BJI€TBOPUTEIBHOY» - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/1aHUIO.

[IPAaKTUYECKOE 3aJaHUE
I10 TIOCTPOCHUIO
alropuTrma B
COOTBETCTBUU C
TEXHUYECKUM 3aJaHUEM

3anmTa OTYETOB 10
MPAKTUYICCKHUM U
nabopaTopHBIM paboTam

IIK 1. 2. OlLleHKa «OTJIHYHO» - TEXHUYECKOE 3aJaHue Dk3aMeH/3aueT B hopme
OcyIecTBIATh BEIOOP | MpOaHAIM3UPOBAHO, AITOPUTM pa3padboTaH, co0eceI0BaHus:
TEXHOJIOTHH, COOTBETCTBYET TEXHUUYECKOMY 3aJJaHUI0 U MPaKTUYECKOE 3aJaHUE
WHCTPYMEHTAIIBHBIX o OopMIIEH B COOTBETCTBUU CO CTaHAapTaMH, 0 TIOCTPOCHUIO
CPEICTB U CPE/ICTB MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI. aJropuT™Ma B
BBIYHUCITUTEILHOM OreHKa «X0poII0» -aIrOPUTM pa3padoTaH, COOTBETCTBUH C
TEXHUKH MpU o opMIIeH B COOTBETCTBUU CO CTaHIapTaMU U TEXHUYECKUM 3a/laHueM
OpraHHu3aIu COOTBETCTBYET 3aJJaHUIO, TIOSCHEHBI €T

nporecca pa3paboTKU | OCHOBHBIE CTPYKTYPBI.

Y UCCIICJIOBAHHUS OreHKa «y/I0BJIETBOPUTEIBHOY - AITOPUTM 3amuTa OT4YETOB 110
00BEKTOB pa3paboTaH U COOTBETCTBYET 3aJIaHUIO. MPAKTUYECKUM U
npogeccuoHaTbHON nabopaTopHBIM paboTam
NeSITeIbHOCTH.

K 1. 3. O1eHKa «OTJIMYHO» - TEXHUYECKOE 3aJaHue Dk3amen/3a4et B popme
ObecnieunBaTh MIPOAHAIU3UPOBAHO, AITOPUTM pa3padoTaH, cobeceoBaHuUS:

3alIUTy UH(OPMAIHH
B CETH C
UCTIOJIb30BAHUEM
POTrPaMMHO-
anrmapaTHbIX CPE/ICTB.

COOTBETCTBYET TEXHUUECKOMY 3aJaHUI0 U

o OpMIIEH B COOTBETCTBUU CO CTaHAApTaMH,
IIOSICHEHBI €70 OCHOBHBIE CTPYKTYPBHI.
OrneHka «Xopoo» -aIroput™M pa3padoTaH,
o(opMIIeH B COOTBETCTBUH CO CTAaHAAPTAMU U
COOTBETCTBYET 3aJJaHUI0, IOSCHEHBI €r0
OCHOBHBIE CTPYKTYPBI.

OreHka «y/10BJIeTBOPUTEIBHOY» - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3a/IaHUIO.

[IPAaKTUYECKOE 3aJaHUE
I10 TIOCTPOCHUIO
alropuTrma B
COOTBETCTBUU C
TEXHUYECKUM 3aJaHUEM

3anura OTYETOB IO
MPAKTUYICCKHUM U
nabopaTopHBIM paboTam
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PesyabTaTsl
(ocBOEHHbBIE
npogeccuoHaJbHbIE
KOMIIETEHLIMH)

OcHOBHbBIE IIOKA3aTeIH OLCHKHU pe3yJjbTaTa

DopMbI 1 METOAbI
KOHTPOJISl M OLIeHKH

[IK 1. 4. [Ipuaumath
y4acTHe B IPUEMO-
CIaTOYHBIX
UCIIBITAHUSAX
KOMIIBIOTEPHBIX CETEH
U CETEBOTO
o0opyIoBaHUS
Pa3IUYHOTO YPOBHSI U
B OIICHKE Ka4ecTBa U
3KOHOMUYECKOU

s dexTuBHOCTH
CETEBOU TOIMOJIOTUHU.

OrneHKa «OTJIMYHO» - TEXHUYECKOE 33/1aHNe
MPOaHATN3UPOBAHO, AJITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUUYECKOMY 3aJJaHUI0 U
o(opMIIeH B COOTBETCTBUH CO CTaHAAPTAMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.
O1leHKa «XOPOIIO0>» -aJITOPUTM pa3padoTaH,
o opMIIeH B COOTBETCTBUU CO CTaHIapTaMU U
COOTBETCTBYET 3aJJaHUI0, [IOSCHEHBI €r0
OCHOBHBIE CTPYKTYPBI.

O1eHKa «y/10BJIE€TBOPUTEIbHO» - AJITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHUIO.

Dk3aMmeH/3aueT B hopme
co0eceI0BaHus:
MPaKTHYECKOE 3a/IaHUE
0 TIOCTPOCHUIO
aJTOpUTMA B
COOTBETCTBUHU C
TEXHUYCCKUM 33aJJaHHEM

3armura OTYETOB II0
IIPAKTUYECKUM U
nabopaTopHBIM paboTam

[IK 1. 5. BeimmosHsTh
TpeboBaHUs
HOPMAaTUBHO-
TEXHUYECKON
JOKYMEHTAIUH, UMETh
OIBIT OPOPMIICHHS
MPOEKTHOM
JIOKYMEHTAIUH.

OrneHKa «OTJIMYHO» - TEXHUYECKOE 3a/1aH1e
MPOaHATM3UPOBAHO, AJITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHUUYECKOMY 3aJJaHUI0 U
o(opMIIeH B COOTBETCTBUH CO CTaHIAPTAMHU,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPBHI.
O1leHKa «XOPOIIO0>» -aJITOPUTM pa3padoTaH,
o opMIIeH B COOTBETCTBUU CO CTaHIapTaMU U
COOTBETCTBYET 3aJJaHUI0, [IOSCHEHBI €r0
OCHOBHBIE CTPYKTYPBI.

O1eHKa «y/10BJE€TBOPUTEIbHO» - AITOPUTM
pa3paboTaH U COOTBETCTBYET 3aJIaHUIO.

Dk3aMeH/3aueT B hopme
co0eceI0BaHus:
MPAaKTHYECKOE 3a/I1aHNE
0 TIOCTPOCHUIO
aJTOpUTMA B
COOTBETCTBUHU C
TEXHUYCCKUM 3aJJaHHEM

3armura OTYETOB II0
MPAKTUYECKUM U
nabopaTopHBIM paboTam

(DOPMBI U MCTOJAbI KOHTPOJISI 1 OLICHKH PC3YyJIbTATOB 06y‘-IeHI/I$I JOJIDKHBI ITIO3BOJISATDH

IpOBEPATh y OOYYalOlIMXCS HE TOJBKO C(HOPMUPOBAHHOCTh MPOQPECCHOHATBHBIX
KOMITIETEHIIUM, HO ¥ pa3BUTHE OOUIUX KOMIETEHIINI 1 00ECIeUNBAIOIIUX UX YMEHUH.

Tabnuya 6

PesyabTaTsl
(ocBOeHHBIE 001IIHE
KOMIIETEHIIMH)

OcHOBHbBIE IIOKA3aTEJIH OLCHKHU pe3yJjbTaTa

®opMbI 1 METOABI
KOHTPOJISI M OLlEHKH

OK 01. Beibupats
CIOCOOBI PEIICHUs
3agaq
npodeccroHanbHOM
JeSITeTbHOCTH,
MNPUMCHUTCIILHO K
pa3IMYHBIM
KOHTEKCTaM.

— 000CHOBaHHOCTH ITOCTAaHOBKH 1IEJH, BEIOOpa
Y TIPUMEHEHUST METOJIOB M CIIOCOOOB PEIICHHSI
npodecCHOHANBHBIX 331a4;

- aJIcKBaTHas OLIEHKA M CaMOOIICHKA

3¢ (HEeKTHBHOCTH U KA4e€CTBA BHITIOTHEHUS
po¢eCCUOHANTBHBIX 3a]1a4

OII 02.0OcymecTBisITh
TOUCK, aHAJIU3 U

- HCIOJIb30BAHNE PA3JIMYHBIX HCTOUHUKOB,
BKJIIOYAs DJIEKTPOHHBIE PECYPCHI,

WNuTtepnperanus
pe3yNIbTaToB
HaOIoIeHnH 3a
NeSITeNIbHOCTBIO
oOyuarolerocs B
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WHTEPIPETAIIIO
nH(popManuu,
HEOOXOAUMOM ISt
BBITTOJIHEHUS 33144

Meauapecypcesl, IHTepHeT-pecypcsl,
MEPUOJUYECKHUE U3IaHUs 110 CIIEHUAIbHOCTH
IUISL peLIeHUs] PO eCCHOHATIBHBIX 3a1a4

npodeccrnoHanbHOM

JESITebHOCTH.

OK 03. IlmanupoBath U | - IEMOHCTpALMs OTBETCTBEHHOCTH 32 IPUHSTHIE
peann30BbIBATH peLeHus

cOOCTBEHHOE - 000CHOBaHHOCTH CaMOAHAIN3a U KOPPEKLIUs

po¢eCCHOHANTBHOE U
JTUYHOCTHOE PAa3BUTHE.

pEe3yIbTaTOB COOCTBEHHON PabOTHI;

OK 04. Paborats B
KOJIJIEKTUBE U KOMaHJIE,
¢ pexTUBHO
B3aMMOJECHCTBOBATH C
KOJJIETaMH,
PYKOBOJICTBOM,
KJIMEHTaMH.

- B3aUMO/ICHCTBHUE C 00YYaIOIIUMHUCH,
MPEeroIaBaTeNsIMI U MacTepaMHu B X0/1e
00y4eHUsI, C pyKOBOAUTEISIMU y4eOHOU U
IIPOU3BOJCTBEHHOM IIPAKTHK;

- 000CHOBaHHOCTH aHAJIN3a Pa0OTHI WICHOB
KOMaH/Ibl (TIOYNHEHHBIX )

OK 05. Ocy1iecTBasiTh
YCTHYIO U TUCBMEHHYIO
KOMMYHHKAITUIO Ha
rOCyJIapCTBCHHOM
SI3BIKE C YIETOM
0COOCHHOCTEH
COIUATILHOTO U
KYJIBTYPHOTO
KOHTEKCTA.

-TPaMOTHOCTb YCTHOM Y IIMCbMEHHOH pEuH,
- ACHOCTb ()OPMYJIMPOBAHUS U U3JI0KEHHUSI
MBICJIEH

OK 06. ITposiBisThH
IPaKJaHCKO-
MaTPUOTHYECKYIO
MO3ULMIO,
JI€MOHCTPHUPOBATh
OCO3HAaHHOE MOBEJICHUE
Ha OCHOBE
TPaIUIIMOHHBIX
00I1IeYeI0BEYECKUX
LIEHHOCTEH!, IPUMEHSATH
CTaH/IapThI

- co0IoIeHNe HOPM MOBEICHHSI BO BpeMs
YueOHBIX 3aHATHH U MPOXOKACHUS YIeOHOU U
IPOMU3BOACTBCHHON MPAKTHK,

AHTUKOPPYILIUOHHOIO
MIOBEJICHUS

OK 07. CopneticTBoBath | - 3¢(eKTUBHOCTH BBINIOJIHEHHUS TpaBui Th Bo
COXPaHEHHIO BpeMs y4eOHBIX 3aHATHH, IPU MPOXOKACHUU
OKpPY’KaIOILEeH Cpeasl, y4eOHOH U MTPOU3BOICTBEHHOM MPAKTHK;
pecypcocOepexeHnto, | - 3HaHUE U UCII0JIb30BaHHE

3¢ HeKTHBHO pecypcocOeperaronux TeEXHOJIOTHIA B 00JIacTH
JIENCTBOBATE B TEJIEKOMMYHHUKAIIHI

YpE3BbIYANHBIX

CUTYyallUsX.

OK 08. Mcnonbs3oBaTh
cpencTBa hU3HIECKOM

- 3¢ (eKTHBHO UCTIONB30BATh CPEACTBA
(bU3NYECKOI KyIbTYpHI UIsSI COXpPaHEHHS U

nporecce OCBOCHHUS
o0Opa3oBaTenbHON
[IPOrpPaMMBbI

DKcnepTHOoe
HaOJIIOeHNE U OLlEHKA
Ha JJabOpaTOPHO -
MPAKTUYECKUX 3aHATHUSX,
IIPU BBITOJIHEHUH padoT
1o y4eOHOU U
MPOU3BOACTBEHHOMN
MpaKTUKaM

OK3aMeH
KBaJTU(DUKAITOHHBIHA
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KYJIbTYpPBI AJ1s
COXPAaHEHHUS U
YKpEIUIEHUS 310POBbs B
mpouecce

YKPEIUJIEHUS 3I0POBbS B IIpoliecce
npodeccnoHaNbHOM e TEIbHOCTH U
nojep>KaHue HeOOXOAMMOTO YPOBHS
(bu3nyecKoil moAroTOBIEHHOCTH. ;

npodeccrnoHanbHOM

NesITeIbHOCTH U

oJIepKaHue

HEOOXOMMOTO YPOBHS

¢buznyeckoi

MO/ITOTOBJICHHOCTH.

OK 09. Ucnonp30oBarh | - 3bGEKTUBHOCTD MCIOIB30BaHHsI HHOOPMAITHOHHO-
UH()OPMAILOHHBIE KOMMYHUKAIIUOHHBIX TEXHOJOTU B
TeXHOJIOTHH B npoeCCHOHANLHOM JIEATENFHOCTH COITIACHO
npodeccHoHanbHOI (hopMHpPYEMBIM YMEHUSM U TIOJTYIaEMOMY
eSTEIBHOCTH. MPaKTUYECKOMY OIIBITY;

OK 10. ITons3oBatbcst | - 3 (HEKTUBHOCTH UCIIOJIB30BAHUS B
npodeccroHanbHOM npodeccCHoHABHOM IeATEeIbHOCTH

JTOKYMEHTaluen Ha
rocyAapCTBEHHOM U
WHOCTPAHHOM SI3bIKE.

HEOOXOMMOM TEXHUYECKON JOKYMEHTAIINH, B
TOM YHUCJIC HA aHFHI/II\/'ICKOM SI3BIKC.

OK.11. Hcnons3oBarb
3HaHUS TI0 PUHAHCOBOM
TPaMOTHOCTH,
IJIAaHUPOBATh
MpeNPUHIMATETBCKYIO
NesITeNIbHOCTD B
npodeccroHanbHOM

chepe

- 3¢(eKTUBHO TUIAHUPOBATH
IPEANPUHUMATEIBCKYIO AEATEILHOCTD B
npodeccuoHaIbHOM cepe MpH MPOBEACHUN
paboT 1Mo KOHCTPYHPOBAHHUIO CETEBOM

UHPPACTPYKTYPHI
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CBEJIEHUS
00 aganTauum padovei NporpaMMspl Jisi HHBAJIUI0B U 00y4ar0IUXCS
€ OrPAHUYEHHBIMHU BO3MOKHOCTSIMHU 310POBbS

PabGouast mporpamma y4eOHON JUCHUILTHHBI/TIPOPECCHOHATBHOIO MOIYNS  (IUliHee yOanums)
aJlanTHPOBaHa JIJIsl OpraHMU3alMi 00pa30BaTEIbLHOrO Mpollecca JUIsi UHBAIUIOB U CTYJAEHTOB, UMEIOIINX
OTpaHWYEHHBIC BO3MOXXHOCTH 370poBbs (mamee — OB3) B wactu BwIOOpa (OpM, METOHOB H
NEJAarOru4eCcKux TEXHOIOTUH.

Ananrtaius pabodel mporpamMMmbl mpoBeneHa ¢ yderoMm TpeOoanuih @3 Ne 273-D3, cr. 79,
nrucbMa Munoopraayku P® ot 03.08.2014 r. Ne 06-281 «TpebGoBaHust K opranu3anuu 00pa3oBaTeIbHOTO
mporecca s oOydenus wHBamuaoB u quip ¢ OB3 B II0O, B TOM 4ncle OCHAIIEHHOCTH
00pa30BaTeNbHOTO MPOIECCa», a TAKKE METOJUYECKIMH PEKOMEHIAINSIME 0 pa3paboTKe U peain3aluu
aIalITUPOBAHHBIX 00pa30BaTENbHBIX MPOTPaMM CpPEeIHEro Mpo(ecCHOHANBHOTO 00pa3oBaHHUA OT
22.04.2015 r. Ne 06—830 BH.

AnanTanus pabodel mporpaMMbl IPOBECHA JJIT MHBATHIOB U oOydaronuxcs ¢ OB3, umeromux
cienyromuye OCOOCHHOCTH (ruwiHee yoanums):. HApyIUIEHWE pEYH; HApYIICHUE CIIyXa; HapyIICHHUE
ONoOpHO-ABUraTenpHoro anmapara, B T.4. JUII; Hapymenus ¢GyHKUMH M CHUCTeM OpraHu3Ma, He
MPENSITCTBYIONINX 00YUYEHHUIO 10 CIIEUATbHOCTH.

3agauu agantanuu padodei MpPorpaMmbi:

1) dopmupoBaHe HHIUBHAYATIBEHOI 00pa30BaTEIBHON TPACKTOPHH AJIsl HHBAHIOB 1 00y4arotiuxcs ¢ OB3;
2) coszaaHue YCIOBHA, COCOOCTBYIOIINX COMMATIBHON aanTalldy sl HHBATHIOB U obydatromuxcs ¢ OB3 B yueOHOM

TpYyIIie;

3) TOBBIMICHHE YPOBHS JOCTYITHOCTH TIONYYEHHS HHPOPMAIMH [Tl HHBAIKIOB U oOy4aromumxcs ¢ OB3;
4) q)OpMPIpOBaHI/IC MOTHBAIINU K O6y‘IeHI/IIO Ha OCHOBE IIPUMEHEHUS COBPEMEHHBIX NMTEAATOTMYCCKUX TEXHOJIOTHH.
®opmMbl, METOIbI M TEXHOJOTHH AJANITAMU Pado4eii MporpaMmMbl

AnanTanuoHHbIe (POPMBbI M1 METO/bI:

—  HarmsjHas ornopa B 00y4eHHH;

—  aIrOPUTMBI B 00yUYCHUH;

—  KOMMEHTHPOBAHHOE yIpPaBJICHHE;

— moartamHoe (OPMUPOBAHUE YMCTBEHHBIX JICHCTBUIA;

—  Olepexarolee KOHCYJIbTHPOBAHKE TI0 TPYAHBIM TEMaM;

—  HUTHOPUPOBAHHE HETATUBHBIX MOCTYIKOB;

—  3aJIaHMs C HAPACTAIOIEH CTENEHbIO TPYIAHOCTH;

—  CMEHa BUJIOB JICATEIIbHOCTH;

—  TO3TaIHAas IOMOIIIb [e/Iarora;

— muddepennupoBanHbie POPMBI 3aIaHUH;

— dYepezpoBaHHe (HOPM OpraHU3ANNHN YICOHOH NeSTeT-HOCTH (MHINBUAYaTbHAS, TApHAas, TPYIIIOBas);

—  WCIOJIBb30BaHME CIEIHAIBHBIX TEXHUYECKHX CPEICTB MpHeMa-nepenadd y4eOHoOi HHPOpPMAalMK KOJUIEKTHBHOTO U
WHIUBH/YAILHOTO MOJIb30BAHUS;

—  HCIOJIBb30BaHUE CIICIUATBHBIX UAAKTHUECKHX MATEPHAIIOB, [ICUYATHBIX U 3JIEKTPOHHBIX 00Pa30BaTEIbHBIX PECYPCOB B
(hopmax, aanTHPOBAaHHBIX K 00y4YECHUIO HHBAJINIOB U 00y4arommxcs ¢ OB3;

—  TpOBEJEHHE TPYIIOBBIX ¥ UHIHUBHIYATbHBIX KOHCYJIbTALIUH.
Ilegaroruyeckue TeXHOJOIrMH, O0ecreYNBAIINE AMANTALIMIO 00pa30BaTeJIbLHOIO Mpolecca

JJIS1 HHBAJIUAOB U o0yuyarwmuxcs ¢ OB3:
—  3710pOBbecOEperaroIue TeXHOIOTHH;
—  TEXHOJIOTMH MPOrPaMMHPOBAHHOTO 00YUCHHS;
—  uH(GOPMAIOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTHH;
—  TEXHOJIOTHH JUCTAHIIMOHHOTO 00y4ICHUS;
—  TEXHOJIOTHH YPOBHEBOH Mu(QepeHITnaIim.
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